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Attached is the final report on our inspection of the October 1, 1999, fire and polychlorinated
biphenyl (PCB) accident in the Department’ s Herbert C. Hoover Building. The report includes
comments from your March 1, 2000, response to our January 31, 2000, draft report. A copy of
your response isincluded inits entirety as an appendix to the report.

Our report highlights anumber of safety, security, environmental cleanup, and communication
issues that arose during and after the October 1 incident. We are pleased that you and your staff
have aready taken or propose action to address many of our recommendations. However, we
are requesting that you reconsider your proposed actions for dealing with our recommendation to
improve sign-in/sign-out procedures during non-duty hours. Within 60 calendar days, please
provide us with an action plan to address our recommendations.

We thank the personnel in the Office of Administrative Services and the Office of Security for the
assistance and courtesies extended to us during our review. We will continue to work closely
with OAS and OSY staff to identify appropriate actions for dealing with our recommendations.

If you have any questions or comments about our report, please contact me on (202) 482-4661,

or Jill Gross, Acting Assistant Inspector General for Inspections and Program Evaluations on
(202) 482-2754.

Attachment

CC: Raul Perea-Henze, Deputy Assistant Secretary for Administration
K. David Holmes, Deputy Assistant Secretary for Security
Anthony Fleming, Director, Office of Administrative Services
Sonya G. Stewart, Director, Office of Executive Budgeting and Assistance Management
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EXECUTIVE SUMMARY

On Friday, October 1, 1999, at approximately 6:00 am, two fires occurred in the basement of the
Commerce Department’ s Herbert C. Hoover Building in Washington, D.C. Onefire, in the
north end of the building, was put out almost immediately by two contractors working nearby.
The other fire, at the south end of the building, was put out by two building engineers at
approximately 6:25 am. Both fires were contained in wall-mounted electrical boxes that house
metal capacitors, which are part of the electrical system that controls the Hoover Building's
centralized clock system.

Within afew hours of thefire, it was determined that oil in the capacitors contained
polychlorinated biphenyls (PCBs), a dangerous toxic chemical. Asaresult, 43 people
(Commerce employees, contractors, and firefighters) who came into contact with thefire's
smoke or the oil that leaked from the capacitors had to go through a decontamination process
that began on the Hoover Building grounds and ended at George Washington University
Hospital.

The Hoover Building was closed for the day on Friday and remained closed throughout the
weekend as testing and cleanup began. The Department, based on a recommendation from the
Genera Services Administration, determined that floors 1 through 7 of the building were safe to
occupy on Monday, October 4. The basement did not reopen until the following day, Tuesday,
October 5. The environmental cleanup process continued, mostly on the weekends, until
December 3. At the conclusion of the cleanup process, the cleanup contractor stated that the
Hoover Building was considered fully restored to its pre-October 1, 1999, condition with regard
to PCB contamination.

We performed an inspection of the October 1 incident in order to assess the circumstances
surrounding the fire and identify any lessonsto be learned from the experience that would be
helpful in the future. We also wanted to determine whether the electrical equipment involved in
the accident was properly maintained, and whether proper signs were in place warning of the
presence of toxic materials. We also reviewed certain safety and security systems and
procedures that reportedly did not work well during the incident, as well as how the
environmental testing and cleanup process was handled. Finally, we assessed the Department’s
emergency response to the incident, including communications with outside assistance
organizations and with Hoover Building occupants. We hope that our observations will serve
as “lessonslearned” for the Department in how to deal with future incidents of this magnitude
aswell as provide a checklist for specific safety and environmental concerns that need to be
addressed. During the course of our review, we shared our observations related to the safety and
security of the Hoover Building with the appropriate Departmental officials so that they could
begin taking immediate corrective action. Our specific observations are as follows:

Definitive cause of thefireisnot known. Because the fire-damaged materials were removed
and incinerated shortly after the incident, no one can be certain about the underlying cause of the
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fire. However, building managers and GSA personnel surmise that the most likely cause of the
fire was an electrical overload of the capacitors (see page 5).

Use of PCB-containing capacitor s was per mitted, but other issuesinvolving PCBsin the
building need to be addressed. The use of the PCB-containing capacitors, which were
involved in the October 1 incident, was legally permitted and there was no requirement to mark
them as containing PCBs. However, there are other sources of PCBsin the building, including
the majority (80 percent) of the fluorescent light ballasts, the floodlights that illuminate the
building exterior at night, and some of the air conditioning equipment located on the 8" floor. At
present, these PCB sources are not well inventoried or marked. 1n addition, eight vaultsin the
basement have floors contaminated with PCBs that |eaked from PCB-laden transformers that
were removed from the building in the late 1980s. Most of these vaults were not marked as
required, and those that were had misleading signs. Finally, the protective footgear required to
work in these contaminated vaults was not being provided to people who had to perform work
in there (see page 7).

Building safety issues wer e highlighted dueto thefire. The systems and processes designed
to protect human life in the Hoover Building were tested during the October 1 incident, and
problems cameto light. For example, the fire alarm rang for only nine minutes because
someone turned it off prematurely. Thereisno departmental policy covering who is allowed to
turn off afire alarm and when it is appropriate to do so. Also, the building does not have a public
address system to communicate with occupants of the building in an emergency. In addition, the
building’ s fire and smoke alarms experienced some minor problems during the incident. There
was also a stairwell designated as an exit route that was locked at the first floor level, whichisa
serious safety violation. Similarly, at least one exterior door was not unlocked and therefore was
not usable for exit during the building evacuation. Furthermore, we found that the doorsto the
basement vaults, which contain critical electrical equipment, are not routinely locked. Finally,
many people who evacuated the Hoover Building on October 1 were unaware that all doorsin the
building should be open for exit at any time, so most of them exited through the one entrance
open in the early morning hours. Had there been more people in the building at the time, there
could have been a“traffic jam” at this entrance, which would have constituted a serious saf ety
issue (see page 11).

Building security concer ns need attention. Severa problems with the building’s security
systems and procedures were highlighted on October 1. For example, despite the fact that the
building had been evacuated, employees were still able to enter, unchallenged, through the key
card entrances off the north and south courtyards. In addition, the sign-in/sign-out logs that are
used before and after normal working hours are not an accurate representation of who isin the
building because not all people who enter the building at the entrances where the logs are
maintained are required to sign in or sign out (see page 19).
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I naccur ate information and noncompliance with regulationsled to problemsduring
environmental cleanup. Certain assumptions were made about where smoke traveled and
where people with potentially contaminated footwear walked during the October 1 incident.
These assumptions had a direct impact on the decisions that were made about what
environmental teststo perform and where to clean up. Unfortunately, these assumptions were
made with little or no input from eyewitnesses. Better information would certainly have led to
better decisions. In addition, in some instances, environmental regulations were not followed
with regard to securing the cleanup areas. While the hallways were still being cleaned, the
standards were met. However, once the contamination was limited to the inside of the vaults,
the areas were not properly cordoned off and warning signs were not in place (see page 22).

Mor e attention should have been paid to employeerelations. Some of the help provided to
employees and others exposed to the health risks was excellent. The assistance provided by
departmental staff at the hospital was both greatly needed and appreciated by the employees and
contractors, many of whom lost all of their belongings on their person at the time of thefire.
The employees we interviewed also praised the Department’ s Workers': Compensation Program
for providing good support. However, relations and communications with employees could
have been improved in some areas. Specifically, employeesinvolved in the incident were not
provided access to counseling to help them deal emotionally with what happened to them. Also,
an informational meeting with the many employees and contractors directly affected by the
events of October 1 was not held until 25 days after the incident, although some meetings were
held with staff housed in the basement and Child Care Center staff and parents prior to this
informational meeting. Finaly, littleinformation about the incident has been shared with all
Hoover Building occupants (see page 28).

A Commer ce command center isneeded to best ensure communication and continuity of
operations. Severa organizations and individuals tried to contact the Commerce Department
on October 1 to provide expert assistance, most notably representatives from the Environmental
Protection Agency and the interagency continuity of operationsworking group. Unfortunately,
they were unable to reach anyone on that day because everyone had been evacuated from the
building. Many of the external communication problems experienced could have been
prevented if the Department had had a command center in operation. Such a center would
operate through an emergency as a contact point for all departmental business, including
dissemination of information to emergency personnel and the press. It would also serveasa
control room for managing an emergency anywhere in the Department’ s worldwide operations
(see page 33).

To comply with regulations, an environmental program may be needed at Commer ce.
During our inspection, several departmental officials and employees expressed concern that
Commerce had to rely on the General Services Administration for advice and guidance on
compliance with environmental regulations because Commerce does not have department-level
staff who are knowledgeabl e about environmental regulations and compliance. While we did not
assess the merits of having such departmental expertise, we did some limited inspection work to
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determine what requirements there were for an environmental program at the departmental level.
We determined that because Commerce does not have such a program, it may not bein
compliance with akey executive order covering federal agency compliance with environmental
regulations (see page 36).

On page 38, we offer recommendations to address our concerns.

——— RN —

In responding to our draft report, the Chief Financial Officer and Assistant Secretary for
Administration stated that, where feasible, the Department has taken action on most of the issues
identified in the report. We are generally satisfied that these actions meet the intent of our
recommendations. In subsequent discussions with the Department, it also agreed to perform an
assessment to determine what type of environmental program is needed at the departmental
level. However, for our recommendation to improve sign-in/sign-out procedures, we request
that the Department reconsider its proposed action. In addition, we are requesting that the
Department provide us with an action plan detailing how it will implement its proposed
corrective actions. Finally, based on additional information provided by the Department in its
response to the draft report and in discussions with key officials, we have rescinded two
recommendations that were in our draft report (see pages 6 and 20). Where necessary, we have
made minor changes to the report and recommendations. The Department’s complete response
isincluded as Appendix B to this report.
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INTRODUCTION

Pursuant to the authority of the Inspector General Act of 1978, as amended, the Office of
Inspector General performed an inspection of the events surrounding the October 1, 1999, fire
and polychlorinated biphenyls (PCBs) accident in the Herbert C. Hoover Building, the
Commerce Department’ s main headquarters facility in downtown Washington, D.C.

Inspections are special reviews that the Ol G undertakes to provide agency managers with
information about operational issues. One of the main goals of an inspection isto eliminate
waste in federal government programs by encouraging effective and efficient operations. By
asking questions, identifying problems, and suggesting solutions, the Ol G hopesto help
managers move quickly to address problems identified during the inspection. Inspections may
also highlight effective programs or operations, particularly if they may be useful or adaptable
for agency managers or program operations elsewhere. Thisinspection was conducted in
accordance with the Quality Standards for Inspectionsissued by the President's Council on
Integrity and Efficiency. Our fieldwork was conducted from October through November 1999.
During the review and at its conclusion, we discussed our findings with the Deputy Assistant
Secretary for Administration, the Deputy Assistant Secretary for Security, and the Director,
Office of Administrative Services.

PURPOSE AND SCOPE

The purpose of this inspection was to assess the circumstances surrounding the October 1 fire;
assess how the Department handled the emergency; and identify any lessons to be learned for
the future. We also wanted to determine whether the electrical equipment involved in the
accident was properly maintained, and whether proper signs warning of the presence of toxic
materialswerein place. In addition, we reviewed certain safety and security systems and
procedures that reportedly did not work well during the incident, as well as how the
environmental testing and cleanup process was handled. Finally, we assessed the Department’ s
emergency response to the incident, including communications with outside assistance
organizations and with Hoover Building occupants.

To perform our review, we interviewed 24 persons who had been exposed to the fire and/or
chemical spill, including al 13 employees and contractors who had the greatest exposure to
toxins (Group A), and 11 of the 18 employees and contractors who had secondary exposure
(Group B).! (See page 3 for adiscussion of how Groups A and B were determined.) We aso
spoke to 4 of the 8 employees and contractors who |eft the scene before the decontamination
process. In addition, we conducted interviews with representatives of the General Services
Administration (GSA), the Environmental Protection Agency (EPA), the U.S. Coast Guard, the

! There were also 12 District of ColumbiaFire Department personnel who were included in Group A.

1
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Occupationa Safety and Health Administration, the Federal Emergency Management Agency,
the State Department, the District of Columbia Fire Department, the Executive Office of the
Mayor (District of Columbia), the Simplex Time Recorder Company, Zurich Insurance, A& A
Environmental, and Hydro Environmental, Inc. Within the Department, we interviewed officials
in the Office of Administrative Services, the Office of Human Resources Management, the
Office of Security, and the Office of General Counsel. We also spoke to representativesin the
National Oceanic and Atmospheric Administration and the National Institute of Standards and
Technology. Finally, we conducted interviews with several of the building’ s uniformed security
guards.

BACKGROUND

The Herbert C. Hoover Building has a centralized system that controls the ornamental clocks over
the elevators and in the lobbies. Part of this system, which was manufactured by Simplex Time
Recorder Company, is anetwork of 48 capacitors,> whose sole purpose isto send an hourly
correction signal to the clocks to update the time. These capacitors, which wereinstaled in 1968,
were evenly divided among eight separate vaults (or rooms containing electrical equipment) in
the building’ s basement. Recently, due to the clock correction signal interfering with newer
electronic equipment in the building, building management staff requested that Simplex change
the clock correction cycleto every 12 hours, or at 6:00 am and 6:00 pm. This change was made
by Simplex personnel on the morning of September 29, 1999.

Two dayslater, on Friday, October 1, 1999, at approximately 6:00 am, afire occurred in the wall-
mounted electrical boxes that house the capacitorsin two of the eight basement vaults. In
addition, capacitors burst or leaked, but did not ignite, in four additional vaults. Inall, 12
capacitors actually ruptured (between 1 and 3 capacitorsin each of six vaults), and the remaining
36 swelled, but did not rupture.

Onefire, in the north end of the building, was put out almost immediately by two contractors
working nearby. The other fire, at the south end of the building, was put out by two building
engineers at approximately 6:25 am. Upon verifying reports of smoke in the basement, a security
guard activated the building’ sfire alarm at 6:17 am. This action served to automatically notify the
District of Columbia Fire Department, which arrived at the Hoover Building at approximately
6:28 am. (See Appendix for a precise time line of events on October 1.)

Fire Department personnel soon suspected, because of the age of the capacitors and from
discussions with building engineers and electricians, that there might be a hazardous PCB
material contamination as aresult of leakage of PCB-laden oil from the capacitors and exposure
to the smoke that may have contained PCBs. So, as a precaution, at approximately 8:30 am, the

ZA capacitor isadevicefor storing an electrical charge. Inits simplest form, a capacitor istwo metal
plates separated by a nonconducting layer called the dielectric. Oil was used as the dielectric in the capacitors
involved.
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Hoover Building was ordered closed for the day (and the weekend), and a door-to-door check of
the building was performed by the uniformed security guards and Office of Security personnel to
ensure that the building had been completely evacuated. The Fire Department asked building
management personnel to identify the employees and contract personnel who werein the
basement at the time of the fire and have them assemble in the Hoover Building’ s north
courtyard, where mobile decontamination process equipment was being readied. Once the
presence of PCBs was confirmed as amost certain by the Montgomery County, Maryland,
Hazardous Materials Team at approximately 10:05 am, the District of Columbia Hazardous
Materials Team began the decontamination process.

All employees and contract personnel who might have been contaminated were divided into two
groups: A and B. Group A contained the 13 individuals who had spent a considerable amount of
time in the smoke or who had stepped in or touched the dielectric fluid that had |eaked from the
capacitors. Group B contained 18 individuals who had limited exposure to the smoke. In
addition, 12 Fire Department personnel fell into Group A, since they all had stepped in and/or
touched the dielectric fluid. In all, 43 people were subjected to decontamination procedures,
which began on the Hoover Building grounds and ended at nearby George Washington
University Hospital. Unfortunately, at least eight employees and contact personnel who werein
the basement at the time of the fire | eft the scene before the decontamination process started.® All
were later contacted at home and told to report to the hospital or their personal physician for a
checkup.

Generaly, individualsin Group A had to relinquish all of their clothing, jewelry, and other items
on their person at the time of the exposure, such aswallets or keys. Individualsin Group B were
permitted to keep their clothing, jewelry, and personal items, but were instructed to give them a
thorough cleaning when they got home. Individualsin Group A took showersin the Hoover
Building courtyard and were then taken to George Washington University Hospital for follow-up
observation and another shower. Individualsin Group B showered only at the hospital. Two
employees were kept overnight at the hospital, while the others were rel eased within hours.

With regard to the environmental assessment of the Hoover Building, GSA, building’ s owner,
requested that one of its environmental contractors, Enviro-Management Inc., conduct
emergency PCB sampling. Enviro-Management staff arrived on the scene at approximately 11:45
am on October 1. The results of this sampling, which started coming in around 7:30 pm,
confirmed PCBs at extremely high concentration levels ranging from 100,000
micrograms/100cm? to 6 million micrograms/100cm?. The EPA’sregulatory standard for PCB
wipe samples from solid surfacesis 10 micrograms/100cm?. Enviro-Management’ s sampling

% These employees and contractors left mostly because they were not told to stay. When the building was
closed and staff were told to go home, they did. It was only through word of mouth that these people were
identified for the decontamination process.
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also showed that the PCB concentration of the water used in the decontamination process was 12
parts per billion. EPA’sdischarge limit applicable to discharges to waters of the United Statesis
zero parts per billion.*

Recognizing that the PCBs would aso need to be cleaned up (Enviro-Management only did
sampling), the manager of the Hoover Building immediately hired an environmental cleanup firm,
A&A Environmental. A&A staff arrived on the scene at approximately 11:00 am on October 1.
The results of the wipe samples taken by both Enviro-Management and A& A Environmental
between October 1 and October 3 enabled A& A staff to determine the boundaries of the
contamination. Over the weekend, A& A staff cordoned off the contaminated areas and began
the cleanup process.

Based on the results of the wipe samples, the volume of PCB material involved, the physical
properties of PCBs, and the ventilation system in the basement, GSA recommended that floors 1
through 7 of the Hoover Building be reopened for regular business on Monday, October 4, advice
that the Department heeded. In public announcements made on Sunday afternoon viathe local
media and a recorded telephone message, all Commerce employees were told to report to their
Hoover Building offices for work on Monday, except for those who worked in the basement.
Employees and contractors who worked in the basement were directed to report to the
auditorium on Monday morning for further instructions. Unfortunately, due to alack of
coordination, no one appeared in the auditorium on Monday to provide the people waiting there
with any information. Frustrated and angry, these people eventually left the auditorium and went
home. On the advice of GSA, the Department reopened the basement on Tuesday, October 5.

A&A Environmental continued the cleanup process during the week after the accident and the
next weekend. Once the contaminated areas were limited to the vaults and no longer in the
hallways, A& A began performing cleanup mostly only on weekends, when things were quieter
and most of the building’ s occupants were not at work. The last day of cleanup was December 3,
1999. Theresults of the wipe samples taken after thislast round of cleaning showed all
previously contaminated areas were testing at less than 10 micrograms/100cm?. Therefore, as of
December 3, 1999, the Hoover Building is now considered fully restored to its pre-October 1,
1999, condition with regard to PCB contamination.

4 Anything above the EPA regulatory standards of 10 micrograms/100cm? for PCB wipe samples and zero
parts per billion for PCB dischargesto waters of the United Statesis considered harmful and is not permitted.

4
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OBSERVATIONS AND CONCLUSIONS
l. Definitive Cause of the FirelsNot Known

In reviewing the circumstances surrounding the October 1, 1999, incident, we tried to determine
what caused the fire. While we were not able to determine the definitive cause, we can discuss
the most probable cause.

Asafirst step in asearch for the cause, we asked for maintenance records to ensure that the
proper preventive maintenance had been performed on the clock system. In doing so, we found
that the preventive maintenance that should have been performed by the building’ s electricians
had not been performed as required. For some reason, the electricians did not have the centra
clock system in their inventory of operating equipment to perform preventive maintenance on.
They believed that any maintenance on the clock system, as well as upgrades to the system,
were to be handled by Simplex personnel. Regardless of any work performed by Simplex,
however, the basic preventive maintenance, as prescribed in GSA’s Preventive Maintenance
Guide, should have been performed by the building’ s electricians. Therefore, we are
recommending that the electricians immediately begin performing the required preventive
maintenance on the remaining components of the building’s central clock system. It should be
pointed out that there is no evidence that the lack of preventive maintenance was a contributing
factor to thefire.

Based on interviews with individuals who were working in the vicinity of thefire, the building’'s
electricians and managers, and GSA personnel, the most probably cause of the October 1 fire
was an overload of the capacitors stemming from the adjustment Simplex personnel made to the
clock system on the morning of September 29. According to Simplex personnel, when the clock
correction signals were sent hourly, the signal was approximately three seconds long. When the
signal was changed to twice daily, it would have lasted between six and eight seconds. From
our discussions with Simplex personnel, we know that the voltage for both the hourly and twice
daily clock correction cycles was the same, and from the building managers, we know that there
was no power surgein the building’s electrical systemsthat morning. Because the capacitors
were over 30 years old and had been accustomed to a short signal every hour, building managers
and GSA have speculated that the longer signal was more than the capacitors could handle.
Building managers and GSA personnel surmise that the clock correction signals sent Wednesday
at 6:00 pm, Thursday at 6:00 am, and Thursday at 6:00 pm served to slowly heat up the
capacitors. Their theory is supported by the fact that there were numerous reports of smoke
prior to the 6:00 am update signal on October 1 (at both ends of the building) and some, but not
all, people working in the area reported a“funny smell” the day before the fire. They believe
that the 6:00 am update signal on Friday served to finaly overload the system. In some vaults,
they surmise that this overload probably caused capacitorsto swell and leak or burst, and in other
vaults, it probably caused afire.
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It should be noted that no “official investigation” of the October 1 incident has been done and
noneis planned for the future. Because the Hoover Building is owned by the federal
government, the Fire Department did not perform an investigation as to the cause of thefire.
According to the Fire Department’ s investigator, that responsibility lieswith GSA and/or the
Department of Commerce. GSA and the Department decided that getting the contaminated
basement areas cleaned was more important than determining the precise cause of thefire. As
such, the Department directed A& A Environmental, the clean-up contractor, to quickly remove
all the electrical equipment involved in the accident. This equipment included all 48 capacitors,
whether or not they had leaked; the wall-mounted electrical boxes that held the capacitors; and all
the electrical wiring leading into the boxes. Because the equipment was removed in the week
after the accident and destroyed through incineration approximately three weeks later, there was
no opportunity for aforensic engineer to determine the precise cause of thefire.

An environmental contractor hired by Simplex’ s liability insurance company to help assess the
cause of the fire was unable to make such an assessment when he visited the Hoover Building in
mid-October. By that time all of the related equipment had been removed, but not yet destroyed.
According to the contractor, he told building managers that it would be a good ideato mark the
disposal drums containing the contaminated capacitors, electrical boxes, and connected wiring so
that aforensic engineer, outfitted in a protective suit, could later perform an assessment asto the
cause of thefire. According to building managers, the contractor never told them this.
Regardless, it would have probably been prudent for the Department to retain the electrical
equipment, perhaps at an off-site storage area approved to store PCB-contaminated materials, for
subsequent analysis by aforensic engineer. From a*“lessonslearned” perspective, particularly
for GSA, which owns other buildings that contain identical clock systems, it would have been
helpful to know what caused thefire.

In responding to our draft report, the Chief Financial Officer and Assistant Secretary for
Administration stated that preventive maintenance on the central clock system is no longer
necessary. Specifically, the preventive maintenance was only required on the electronics and
mechanisms for the clock adjustment, which were removed along with the capacitors.
According to building managers, the remaining components of the building’s central clock
system do not require preventive maintenance. Given thisinformation, we rescind our
recommendation that the electricians immediately begin performing the required preventive
maintenance on the building’ s central clock system.
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. Presence of PCBsin Building Capacitors Did Not Violate Laws or Regulations, But
Other Safety IssuesInvolving PCBsin the Building Need to be Addr essed

No regulations were violated in the use and marking of the PCB-laden capacitorsinvolved in the
October 1 firein the Hoover Building. The capacitors wereinstalled in 1968 and according to 40
C.F.R. 761.2, a capacitor manufactured before July 2, 1979, should be assumed to contain PCBs.
However, according to 40 C.F.R. 761.20, capacitors of thisvintage containing less than three
pounds of dielectric fluid are permitted to be used as long asthey are not leaking. Thereisno
evidence that the capacitors were leaking before October 1. In addition, PCB capacitors
containing less than three pounds of dielectric fluid are not required to be marked or |abeled if
they were manufactured before January 1, 1979.

Despite the fact that the PCB-containing capacitors were legally permitted and did not have to be
marked, the danger of having unmarked PCBs is now well documented as aresult of the October
lincident. Theincident was made agreat deal more serious because no one knew that PCBs
wereinvolved until hours after the fire started. In fact, because of misleading signs on the doors
to some of the vaults in the basement, the firefighters at first thought that there were no PCBsin
the area.

In addition, there are remaining PCBs in the Hoover Building that should be documented and
removed, if necessary. If the PCBs cannot be removed, any equipment that contains PCBs
should be marked as such. In addition, there is a requirement to mark vaults that have PCB-
contaminated floors resulting from the removal of PCB transformersin the late 1980s. We
found that most of these vaults were not marked and those that were had misleading signs, as
noted above. Finally, the protective footgear required to work in these PCB-contaminated
vaultsis not being provided to people who have to perform work in there, as required by GSA
guidance.

B. Remaining PCBs need to be inventoried and marked

Building managers and GSA are well aware that there are other PCBsin the Hoover Building,
but these PCBs are not well inventoried or marked. For example, 80 percent of the fluorescent
light ballasts in the building contain very small amounts of PCBs, although it would be
impractical to mark them as such. Asthese arereplaced for various reasons, the replacement
ballasts are being labeled as being PCB-free. In addition, capacitors very similar to those
involved in this accident are in the floodlights that illuminate the building exterior at night and are
not marked.

Fire Department personnel and the employees and contractors who put out the fire told us that
had the capacitors been marked as containing PCBs, their reaction would have been very
different. The employees and contractors who put out the fire or tried to help clear smoke all said
that they would have immediately evacuated the building and Ieft the fire fighting to the
professionals. Fire Department personnel stated that they would have immediately known to
wear protective suits and taken other precautions, such aswearing their masks and protective
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footgear. Clearly, had the capacitors been marked, the October 1 incident would not have been
nearly as serious. It isimportant to note that there was no apparent intentional deception on the
part of building managers with regard to the capacitors not being marked because they were
unaware that the capacitors contained PCBs.

To mitigate the impact of future PCB accidents, we believe it would be prudent for building
managers, in conjunction with GSA, to conduct a thorough inventory of remaining PCBsin the
building and develop a plan to remove them, if necessary, or adequately contain them, in the case
of the PCB-contaminated floors (see next two sections). If the PCBs cannot be removed, any
equipment that contains them should be marked as containing PCBs. Because it would be
impractical to mark al of the light ballasts, al appropriate personnel should be made aware that if
alight ballast is not marked as PCB-freg, it should be assumed to contain PCBs.

i

In responding to our draft report, the Chief Financial Officer and Assistant Secretary for
Administration stated that the Department completed a physical survey of potentially PCB-
containing operating equipment in the Hoover Building and reported the results to GSA on
January 16, 2000. Further, the Department intends to work closely with GSA to create a plan to
address the PCB-containing equipment. These actions are agood first step toward meeting the
intent of our recommendation. We would appreciate the Department providing us a copy of the
action plan it intends to devel op, in conjunction with GSA, to address thisissue.

C. Contaminated vault floors need to be retested and appropriate warning signs posted

In the late 1980s, GSA undertook a project to remove the large PCB transformers from the
Hoover Building, as required by 40 C.F.R. 761. Because the dielectric fluid from these PCB
transformers had leaked onto the vault floors over the years, the floors were also contaminated.

In fact, the fluid had seeped several feet into the concrete. After the PCB transformers were
removed by GSA in 1989, the floors were cleaned to the extent possible and then an epoxy
sealant was applied to help contain the PCBs. However, in 1992 and 1993, testing showed that
the sealant did not completely contain the toxic materials, and GSA determined that protective
footgear should be worn by personnel working in the vaults to ensure that PCBs were not tracked
outside the vaults.

We weretold that in 1993 GSA placed signs on the eight vault doors warning of contamination
and the need to wear protective footgear (see Exhibit 1 on page 9.) However, when we inspected
the vault doors, we found that the warning sign was present on just two of the eight vaults. GSA
and departmental officialstold usthat sometime in the last year or two, GSA undertook a project
to replace the doors in the building. When the old doors were removed, the warning signs were
apparently not moved to the new doors. GSA officials were not certain why the signs were not
moved to the new doors, but they pledged to put up hew signs as soon as possible. Warning

8
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signsfor the vaults are the responsibility of GSA. The Department, not wanting to wait for GSA,
designed new signs and posted them on all the affected vaults on January 14, 2000.

Exhibit 1: Warning sign that was posted on two of the eight vaults with contaminated
floors

&
IAuthorized Personnel Only!

This Vault
Contains NO
PCB
Transformersl!

Vault Floor is Contaminated

Protective Footgear Requiredl
»

There were also problems with both the wording and visibility of the signs that were posted at
thetime of thefire. The Fire Department took particular exception to the signs’ wording and
found it to be very misleading. I1n quickly reading this sign on two of the eight vaults, Fire
Department personnel assumed that there were no PCBs in the rooms, which was inaccurate.
The signs, while technically accurate, were not helpful in an emergency situation. The large
print, stating that there are no PCB transformers, tended to overshadow the smaller print
warning of contamination and of the need for protective footgear.

The new signs that were posted on January 14, 2000, are an improvement over the old onesin
that they better highlight the contamination factor and de-emphasize the fact that the
transformers are PCB-free. However, the new signs now say that the vault floor “may be
contaminated.” It isour understanding that, due to the passage of time, cognizant GSA
personnel believe that the vault floors may no longer be contaminated. However, no testing has
been done to verify this assumption. Therefore, we are recommending that the Department work
with GSA to have the vault floorsretested. If the vault floors are still contaminated, then the
Department should consider resealing them with an epoxy sealant or other protective material to
eliminate or further minimize the spread of contaminants from the floors. Once the
contamination factor of each vault is known, the Department, in conjunction with GSA, should

9
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remove the current warning signs and replace them with either asign that simply states that the
vault contains no PCB transformers or awarning sign that stresses the contamination factor and
the need for protective footgear.

The Chief Financial Officer and Assistant Secretary for Administration’ s response to our draft
report stated that the environmental cleanup contractor has provided the Department with an
estimate of $45,000 to re-test the vault floors. In addition, the Department is working with GSA
to address our recommendation. We would appreciate the Department providing us with an
action plan outlining how it, in conjunction with GSA, intends to address our recommendation.

D. Need for protective footgear should be addressed

Because the PCBs could not completely be removed from the concrete vault floors during the
1989 transformer removal project, protective footgear isto be used to limit or eliminate the
tracking of the PCBsto areas outside the vaults. However, during our inspection of the
contaminated vaults, we saw neither protective footgear for people working inside the vaults nor
the required disposal drums for the used footgear. According to GSA’s 1993 guidance (after the
floors were tested and found to be still contaminated), protective footgear should have been
purchased and stored inside the entrance to the vault. 1n addition, an approved 55-gallon drum
should have been placed inside the vault entrance for the disposal of the footgear. We know that
on October 1 and in the days that followed, many people walked in and out of the vaults without
using protective footgear, thereby creating the possibility that PCBs from the contaminated floors
were tracked into the rest of the building. Also, in speaking to the building management staff, in
particular the electricians and plumbers who work in the vaults fairly regularly, they have not
been provided with protective footgear in many years. Therefore, we are recommending that
building managers immediately make protective footgear and disposal drums available to staff
who work in the contaminated vaults, until such time that the vaults are tested and found to be
free of contamination.

The Department’ s response to our draft report stated that although it is GSA’sresponsibility to
provide protective footgear in the vault rooms, the Department has purchased footgear and
disposal bags and placed them in the vaults and adjoining rooms. Although our recommendation
had suggested that disposal drums be used as per GSA’s original 1993 guidance on the subject,
GSA has now informed the Department that disposal bags are acceptable as adisposal receptacle
inside the vaults for the used protective footgear. However, when the disposal bags are removed
from the vaults, they must be disposed of using an approved disposal drum. In speaking to the
building managers, they told usthat it was their intention to dispose of the bagsin thisway.
Therefore, the Department’ s actions meet the intent of our recommendation.

10
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[11.  Building Safety Issues Were Highlighted by theFire

An emergency often highlights problemsin the systems and processes designed to protect

human life. The October 1 incident in the Hoover Building was no exception. For example, the
firealarm rang for only nine minutes because someone turned it off prematurely. Unfortunately,
thereis no departmental policy covering who is alowed to turn off afire alarm and when it is
appropriate to do so. Also, thefirealarm room isroutinely left unlocked, allowing easy accessto
the central control panel for the fire alarm system. The door-to-door search of the building on
October 1 underscored the need for a public address system to communicate with building
occupants in an emergency. In addition, there were problems with some of the building’ sfire
and smoke alarms during the incident. Further, a stairwell designated as an exit route was locked
at thefirst floor level, which constitutes a serious safety violation. Similarly, at least one
exterior door was not unlocked and was not usable for exit from the building when the fire alarm
sounded. We also found that the doors to the basement vaults, which contain critical electrical
equipment, were not routinely locked. Finally, many people who evacuated the building
mistakenly believed that they should exit through the main entrance since they thought that was
the only one open at the time the alarm sounded. In fact, all doorsin the building should be
open for egress at any time, and doors should be utilized in an evacuation situation. It isour
hope that the Department will take swift action on the safety issues highlighted by the October 1
incident to make the Hoover Building safer for its occupants.

A. Fire alarm was turned off prematurely

According to computerized records, on October 1, 1999, the fire dlarm was pulled in the Hoover
Building at 6:17 am and was turned off at 6:26 am. Therefore, it rang for atotal of nine minutes.
Unfortunately, the short duration of the alarm gave some peoplein the building the impression
that the sounding of the alarm was in error or was just atest, so they did not evacuate. Of course,
anytime the fire alarm sounds, occupants of the building need to take it seriously and evacuate
immediately. However, with no other system to clear the building, the fire alarm is the main tool
to accomplish this goal, and it should have remained on longer to convince as many people as
possible to exit the building.

We know that the fire alarm was turned on by a security guard. He responded to the area where
there had been reports of smoke in the basement at the north end of the building. He confirmed
that the fire had been put out, but he observed agreat deal of smoke. He returned to the security
guard office on thefirst floor and called the GSA Control Center, which is a 24-hour command
center for all GSA buildingsin the Washington, D.C., metropolitan area. Control Center
personnel told him to pull the fire alarm just as a precaution, which he did at a pull station just
outside the guard office.

11
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Unfortunately, it is unclear who turned the alarm off and why. According to GSA fire alarm shop
personnel, the fire alarm did not malfunction and it was definitely turned off by aperson. We
found that there is no departmental policy covering who is authorized to turn off afire alarm and
when it is appropriate to do so. In addition, there are no records on who was trained in operating
thefire alarm system.

We were unable to determine who turned off the alarm.® No one admitted to us either turning off
the alarm or seeing someone do so. In conducting our review, we found that the room containing
the fire alarm control panel is not alwayslocked. Personnel inthe GSA fire alarm shop told us
that they often find the room unlocked when they come into the building to perform maintenance
on the system. In random checksin recent weeks, we also found it frequently unlocked. We
therefore assume that the door may not have been locked on the morning of October 1, 1999, and
that anyone could have walked into the room and turned off the alarm.® The security guard who
was posted next to the fire alarm room told us that he did not observe anyone going into the
room around the time the alarm was silenced. However, he was busy getting people out of the
building, answering questions, and ensuring that no one entered the building, so it is possible that
someone went into the room without him noticing.

To prevent the problem of the fire alarm being turned off prematurely in the future aswell as
ensuring someone cannot inappropriately disable the system, we are recommending that the
Department better control accessto the fire alarm control room. For security reasons, this door
should be locked and only individuals with a need to enter the room should be allowed access.
Signs should also be posted to remind people to lock the door when they exit the room. In
addition, a departmental policy should be developed that explicitly states who has the authority
to turn off afire alarm and when it is appropriate to do so. This policy should be disseminated to
all building management, the Office of Security, and security guard staff and be prominently
posted on the fire alarm control panel itself.

The Chief Financial Officer and Assistant Secretary for Administration’ s response to our draft
report stated that in January 2000, the lock on the door to the fire alarm control room had been
changed and keys are only being issued on approval of building management. In addition, asign
has been posted on the door to remind people to keep the door locked. With regard to a policy

® Thefire alarmis not particularly difficult to turn off. Thereisone master button to silence the alarm.
However, the fire alarm’ s records showed that several buttons were pressed before the correct button to silence the
alarm was pressed.

® Accordi ng to the GSA fire alarm technician, when he arrived at 7:30 am on October 1, the door was
unlocked.

12
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statement on who has the authority to turn off afire alarm and when it is appropriate to do so, the
Department’ s response to our draft report stated that it agrees with the necessity of issuing such a
policy. Because thefire alarm systemisunder GSA’s purview, Departmental officials intend to
work with GSA to develop a policy statement and disseminate it as recommended. The actions
taken and planned by the Department meet the intent our recommendations. However, inits
action plan, we would like the Department to address when the policy statement will be
completed and disseminated to the appropriate personnel. We would also appreciate receiving a
copy of the policy statement when it is complete.

B. Public address system is needed

Because the Hoover Building does not have a public address system, senior or safety officials
have no efficient way to communicate with building occupantsin an emergency. Such a system
would have been extremely helpful on October 1, 1999, to help get everyone out of the building,
particularly since the fire dlarm was silenced prematurely. Asaresult of this deficiency, the
security guards and Office of Security staff had to conduct atime-intensive (nearly 30-minute)
door-to-door search, which could have put them, as well as the persons they were seeking to
evacuate, in unnecessary danger.

Asaresult of thefire, the Director of the Office of Administrative Services requested funding to
install a public address system, but the request has not yet been approved. Personnel in the
Office of Administrative Services are currently determining how much such a system might cost.
Aninitia estimate of $250,000 was received from the contractor who recently installed a public
address system in the Department of Housing and Urban Development headquarters building,
but Administrative Services personnel are working to identify additional contractors who might
be able to provide asimilar or scaled-down version at alower cost. We believe that installation of
apublic address system is an important safety issue; we urge the Department to identify funding
and move as quickly as possible to acquire and install such a system.

AR

The Department’ s response to our draft report stated that it agrees that a public address system
would enhance building security and safety in the event of asimilar emergency. Assuch, the
Department is discussing the scope of such a system with GSA in the context of additional
renovations intended for the Hoover Building. It isour understanding that these renovations will
likely not occur for at least five more years. Therefore, we would appreciate the Department
assessing whether a more near-term solution might be possible and addressing thisissuein its
action plan for this report.

13
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C. Fire and smoke alarms experienced problems

According to our interviews and information obtained from building management, two issues
involving the fire and smoke alarms arose during the October 1 incident. First, several employees
working in the NOAA print shop, located in the south end of the basement, reported that the fire
alarm in that area went on and off intermittently before eventually turning off altogether. Thefire
alarm should ring continuously once activated.

The second issue involved the smoke alarm located at the bank of elevatorsin the middle of
corridor 6. Despite very heavy smokein this area, the dlarm did not activate. Thisis particularly
troubling because the functionality of this particular smoke alarm had been checked by building
managers just one week before the incident. The smoke alarms, which are only located at the
elevator banksin the building, send asignal to the elevators to return to the first floor, open the
doors, and keep them open until atechnician returns them to normal operating mode. Also, the
smoke alarms do not activate the central alarm, but they do trigger acall to the D.C. Fire
Department. Clearly the fire and smoke alarms need to be running properly to ensure the safety
of building occupants. Therefore, we are recommending that building managers, in conjunction
with GSA, determine what caused the fire and smoke alarms to malfunction. Corrective
measures should be taken to ensure that the problems do not recur.

AR

The Department agreed with our recommendation in its response to our draft report. GSA tested
al the smoke alarms on February 8, 2000, and the fire alarm system, including the audio visua
devices, was tested on February 17 and again on February 23 and 24, 2000. The smoke alarms
were found to be fully functional, but the tests of the fire alarm system revealed some problems
with the power suppliesthat feed the audio visual devices. Apparently, the power supplies are
not strong enough to handle the number of audio visual devices on them. GSA isworking on a
couple of optionsin consultation with the company that originally designed the system. With
regard to the smoke alarm, we had difficulty reconciling the numerous reports we received of
heavy smoke in corridor 6 with the fact that the recently-tested smoke alarm did not activate.
However, given the tests performed both before and after the October 1 fire showing that the
alarm was functional, we have to agree with the Department’ s conclusion that not enough smoke
moved from the hallway to the elevator bank areato activate the dlarm. Therefore, the
Department’ s actions meet the intent of our recommendation. However, in its action plan, we
request that the Department address the status of the repairs to the fire alarm system.

D. Stairwell exit was locked

According to the two contractors who put out the basement fire at the north end of the building,
the stairwell exit from the basement, located in the middle of corridor 6, was locked at the first
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floor. They tried to exit viathisroute and had to return to the basement, and into the heavy
smoke, to find another stairwell exit. We understand that the Occupational Safety and Health
Administration, which performed an inspection after the October 1 incident, also observed this
safety violation and has notified the Department that it must fix this problem immediately. As of
January 14, 2000, the problem had not been fixed.

For safety reasons, all stairwell exits must provide egress at all times. Apparently the expansion
of the Child Care Center last year necessitated locking the first floor door for security purposes.
However, anew door was not installed on the first floor level that would allow egressin an
emergency. The Department has stated that it will install such a door and affix an alarm to the
door to alert the Child Care Center management that the door has been opened. In addition, the
door will be marked as being for “Emergency Exit Only.” We are recommending that the
Department install the new door, alarm, and sign as soon as possible to ensure egress at the first
floor for this stairwell.

In responding to our draft report, the Chief Financial Officer and Assistant Secretary for
Administration stated that this door has been fitted with an emergency egress panic bar which
will provide for egressto the first floor and to an exit from the building in the event of afuture
emergency. In addition, the door was marked with directions for operating the panic bar in an
emergency. The Department’ s actions meet the intent of our recommendation.

E. At least one exterior door did not open

According to officialsin the Office of Security, al exterior doors on the Hoover Building are
available for exit from the building at any time. If thereisnot afire or other emergency, an
alarm will sound if an unguarded door is opened. However, in afire or other emergency,
building occupants should use the closest exterior door to exit the building and not be
concerned about triggering an alarm. Unfortunately, during the October 1 incident, at least one
exterior door was not available for exit. According to a contract elevator technician working on
the elevators at the 15" Street and Pennsylvania Avenue corner of the building (the intersection
of the 7 and 8 corridors), when the fire alarm sounded, he tried to exit on the first floor at that
corner and found the door to be locked. Hetried it several times before finding another door
through which to exit.

Having an exterior door that does not open in an emergency is a serious safety and security

hazard that should immediately be fixed. Therefore, we are recommending that the Office of
Security take appropriate corrective actionsto fix the door that did not open. Further, all
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building exterior doors should be checked routinely to make sure they will open during an
emergency. If necessary, repairs should be made to ensure that all the doors are working

properly.

The Department’ s response to our draft report was unspecific about any corrective actions taken
to fix the door that did not open. However, the response did state that on occasion doors
become misaligned and unable to open due to the age of the Hoover Building. To deal with this
problem, on amonthly basis, Office of Security staff inspectsall of the doorsin the Hoover
Building and reports any problems with the doors to building management for corrective action.
In its action plan, we request that the Department confirm that the door at the 15" Street and
Pennsylvania Avenue corner of the building (the intersection of the 7 and 8 corridors) has been
repaired and is currently available for exit from the building in the case of a future emergency.

F. Vault doors were not locked

During our inspection, we made several visitsto the vaults in the Hoover Building' s basement
to assess both the cleanup and security situation. Despite the fact that the basement vaults
contain critical electrical equipment, we found that the vault doors were not routinely locked.
Per 29 C.F.R. 1910.303(h)(2), doorsto electrical vaults containing circuits or equipment which
exceed 600 volts must be kept locked at all times. However, during an OIG visit to the vaultsin
mid-October, six of the eight vaults containing high-voltage transformers were unl ocked.
Building managers locked the two vaults where the fire occurred only after we expressed concern
about their being unlocked. However, in early January, we found that at least four of the vaults
were still unlocked.

For many reasons, chiefly safety for the building’ s occupants and protection against sabotage,
these vaults should always be locked. Therefore, we are recommending that procedures be put in
place to ensure that the vaults containing high-voltage transformers are routinely locked and only
personnel with a need to enter the vaults are issued keys.

AR

The Department, in its response to our draft report, stated that it has placed signson all the vault
doorsthat state the doors must remain locked at al times. In addition, building management
instituted procedures for its staff to physically check the locks on the vault room doors three
timesaday. During these daily checksit was discovered that several doors had inoperable locks.
These locks have been repaired and now work properly. The Department will reevaluate this
daily procedure in mid-March and determine whether the problem has been corrected. The
Department’ s actions meet the intent of our recommendation.
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G. Evacuation plan needs to be disseminated and fire drills held

The Department has an emergency evacuation plan in place for the Hoover Building. According
to the plan, during standard business hours,” the sounding of afire alarm triggers the creation of a
supporting organizational structure to implement a building evacuation. This structure includes
creating acommand center and assigning monitors to locations inside and outside the building to
track and help ensure the progress and success of the evacuation. Before and after standard
business hours, occupants of the building are responsible for evacuating themselves through the
nearest stairway and exiting the building at the ground level. Because the October 1 fire occurred
before standard business hours, building occupants were expected to evacuate themselves and
were not able to rely on the supporting organizational structure for direction and guidance.

In our discussions with occupants of the building at the time of October 1 incident, we learned
that most of them mistakenly believed that the only door that they could exit through was the
alternate main entrance (located at the intersection of the 0 and 3 corridors). They believed that
all the other doors were locked. In fact, all exterior doors should be available for exit in an
emergency. This misunderstanding resulted in most of the building occupants at the time of the
fire exiting through just one door. The security guard posted at that location confirmed that he
saw many of the people who had entered at his location exit there after the fire alarm sounded.
Had there been more people in the building at the time, having large numbers of them attempting
to exit through a single door could have created a very serious safety situation.

The confusion over which door to exit through when afire alarm sounds likely occurred because
there has been inadequate dissemination of and training on the emergency evacuation plan. In
fact, most people we interviewed had never seen the emergency evacuation plan and were not
aware of itsexistence. In addition, just onefire drill has been conducted within the last five years
to practice an emergency evacuation of the building. Thisdrill was held in early 1997 to test the
new fire alarm system.

Occupants of the Hoover Building need to be better informed about the contents of the
evacuation plan. Therefore, we suggest that the Department widely disseminate the emergency
evacuation plan or clear guidance outlining evacuation steps and responsibilities based on the
plan. The Department should then follow up with regular fire drillsto ensure that employees
remain familiar with the building’ s evacuation procedures. As part of this education effort,

" Defined as 8:30 am to 5:00 pm, Monday through Friday.
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building occupants should also be told that all doorsin the building should be open for exit
during an emergency and all doors should be used in an evacuation.

e

In responding to our draft report, the Chief Financial Officer and Assistant Secretary for
Administration stated that the Offices of Security and Administrative Services will partner to
implement this recommendation. A fire drill of the Hoover Building was conducted on February
11, 2000. And, on February 28, 2000, an e-mail message was sent to all building occupants
stressing the importance and seriousness of responding properly to afire alarm. We are pleased
that the Department has begun to educate the Hoover Building' s occupants on evacuation
procedures. However, we had hoped that the Department would do some education on the
contents of the evacuation plan and the fact that all doorsin the building should be used in an
evacuation. In discussions with building managers, they indicated to us that such an education
process would precede any future fire drills. Therefore, we are requesting that the Department, in
its action plan, outline its arrangements to (1) educate building occupants on the emergency
evacuation plan, (2) update and train the list of monitors and other participantsin the
organizational structure that supports and implements a building evacuation, and (3) create a
schedule for future fire drills.
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V.  Building Security Concerns Need Attention

In addition to safety issues, the October 1 incident in the Hoover Building also highlighted
concerns with the building’ s security systems and procedures, especially during an emergency.
For example, although the building had been evacuated, employees were able to enter through
the key card entrances off the north and south courtyards. In addition, the sign-in/sign-out logs,
which are used before and after normal business hours, are not an accurate representation of who
isinthe building, as not all people are required to sign in and sign out. Based on these
observations, we are recommending improvements to address our concerns about building
security.

A. Key card doors remained accessible

On the morning of October 1, employees who had permits to park in the north and south
courtyards of the Hoover Building and use the key card door entrances off those courtyards were
initially able to enter the building even though the building had been evacuated. For example,
one employee arrived at 6:45 am (after the fire alarm had been silenced), reported to his office,
and worked for over 90 minutes before the security guards found him during the door-to-door
search. Unfortunately, because he was exposed to smoke in the hallways as he exited the
building, the employee had to go through the decontamination process. It was not until the
seriousness of the situation was determined, at around 8:00 am, that the Office of Security took
measures to prevent employees from entering either the courtyards or the courtyard entrance
doors.

It istroubling that at least one employee, and there may have been others, could enter the
building after it had been evacuated and as a result be needlessly exposed to a dangerous
situation. This problem could have been prevented if the key card doors had not been accessible
in an emergency. Sincethefire, the Office of Security hasinstalled a new key card access
system for the Hoover Building. It isour understanding that with this new system, the Office of
Security has the ability to centrally disable the key card access system such that the doors are
locked from the outside, but remain open for exit from the building. Therefore, we are
recommending that the Office of Security develop procedures to ensure that, in the event of a
building evacuation, the key card access system isimmediately disabled so that entrance
through the key card controlled doorsis not permitted.

AR

The Department, in its response to our draft report, stated that the current function of the key
card doorsis considered to be adequate for normal and emergency situations in conjunction with
the building’ s audible alarm system. Because the Department is taking steps to ensure that the
alarm is not turned off prematurely in the event of future emergencies, it is taking no action on
thisrecommendation. In further discussions with Office of Security personnel regarding this
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issue, they stated that, per GSA fire and safety requirements, the key card doors must remain
accessible from the outside for emergency personnel, escorted by Office of Security personnel
with akey card. Therefore, it would not be practical to centrally disable entry through the key
card doors. In addition, there are six exterior doors accessible by akey card and assigning a
security guard or Office of Security staffer to each one just to ensure that no one gains entry
through one of the doorsis also not practical because that manpower could be better utilized
elsewhere during an emergency situation. Given this additional information, we rescind our
recommendation that the Office of Security develop procedures to ensure that, in the event of a
building evacuation, the key card access system isimmediately disabled so that entrance
through the key card controlled doorsis not permitted

B. Accurate sign-in/sign-out logs are needed

Any persons entering the Hoover Building before 6:30 am or after 6:30 pm are required to sign
in and/or sign out using the logs kept at the main building entrance, unless they use the key card
door at one of the two courtyards or enter through either the 14™ or 15" Street service ramp
entrances. Theselogs are maintained by the Office of Security through the security guard force.
The purpose of the logsisto provide for increased security before and after normal business
hours, aswell as provide alist of who isin the building should there be an emergency.

The OIG requested and received from the Office of Security the sign-in/sign-out logs for
October 1 to determine who was in the building at the time of the fire. However, in reviewing
thelogs, it was evident that many people who were known to be in the building at the time of
the fire were not shown on the logs. For example, the two contractors who put out the fire in the
north end of the basement were not listed in thelogs. They told us that they entered the
building shortly before 6:00 am through the alternate main entrance (intersection of the 0 and 3
corridors). At thislocation, they should have been required to signin. In addition, all of the
building’ s engineers, plumbers, and electricians who arrived early that morning and were
involved with the incident were not on the logs. We asked afew of the building’ s engineers,
plumbers, and electricians why they are not required to sign in and they replied that because the
security guards know who they are, they are not asked to sign in. In addition, some of the
engineers, plumbers, and electricians enter the building through the 14™ or 15" Street service
ramp entrances where no logs are maintained.

For the sign-in/sign-out logs to be of any value, they need to be taken seriously. Permitting
people to enter the building without signing in is a breach of security procedures and needs to
be corrected. Therefore, we are recommending that the Office of Security take corrective action
to ensure that persons who enter the building before and after normal hours, using a guarded
entrance (including the 14™ or 15™ Street service ramp entrances), are required to signin and
sign out on thelogs. The Office of Security should also ensure that non-Commerce employees
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(including contractors, maintenance employees, and delivery personnel) are required to signin
and out at all times when entering or leaving the building.

———— R AN ————

In responding to our draft report, the Chief Financial Officer and Assistant Secretary for
Administration stated that procedures are currently in place with the Hoover Building' s guard
force to ensure that all personnel, except those who have key card access, who enter or depart the
building during non-business hours sign in and sign out. Periodic checks of the access control
logs are to be made by Office of Security personnel to ensure that these procedures are being
followed. Thus, the Department concluded that no action was needed to fulfill our
recommendation. We strongly disagree and urge the Department to reconsider its position.
Clearly the procedures for the sign-in/out logs were not working or the problems we identified
during our review would not have occurred. The Department’ s response does not address the
problem of logs not being kept at the ramp entrances. In addition, it isnot clear how periodic
checks of the access control logs will help ensure that the security guards are requiring (1) all
persons who enter the building during non-business hours and (2) non-Commerce employees
(including contractors, maintenance employees, and delivery personnel) who enter the building
at any time, to signin or out using thelogs. Therefore, we are requesting that the Department
revisit thisissuein its action plan.
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V. I naccur ate Infor mation and Noncompliance with Regulations L ed to Problems
During the Environmental Cleanup

Faulty assumptions about where smoke travel ed and where people walked led the Department to
make some poor decisions during the cleanup process. Asaresult, air tests were not conducted
immediately, and areas that may have been contaminated were not tested or cleaned for over
three weeks. During the cleanup process, which began almost immediately after it was
determined that PCBs were present in the dielectric fluid, decisions were made about what tests
to perform and where to clean up with little or no input from eyewitnesses. While we have no
reason to conclude that the building is currently not clean and safe for occupancy, better
information would certainly have led to better decision-making regarding the October 1 incident.
For example, GSA and the Department decided to reopen the building before air tests were
performed. This decision was based partly on faulty information about the extent to which
smoke spread beyond the vaults. Incorrect assumptions were also made about where people
walked, and possibly tracked contaminants, and where smoke might have traveled without
talking to the individuals who may have tracked the contaminants and/or witnessed the smoke.
Finally, in addition to the problems associated with making decisions based on inaccurate
assumptions, environmental regulations were not followed with regard to securing the cleanup
areas. Specifically, the vaults where the PCBs |eaked remained unlocked and no warning signs
were posted despite regulations requiring such measures.

A. Air tests were not performed before reopening building

The Department, lacking technical expertise in the area of environmental issues, relied on GSA’s
expertise and recommendation to reopen the building before air tests were performed. GSA
made this decision based partly on their faulty assumption that the smoke was contained in the
vaults and immediately exhausted to the outside. Thus, they assumed that insignificant amounts
of smoke, which may have contained PCBs, spread beyond the vaults and into the rest of the
building. Thiswas not the case. We were able to determine that the two fires created smoke for
at least 40 minutes and, in the case of the fire at the north end of the building, the smoke did not
dissipate quickly. Therefore, the smoke was not contained in the vaults.

In the case of the vault at the south end of the basement, significant smoke was reported in the O
and 2 corridors for about 40 minutes, although it dissipated quickly once the high-powered fan®
was turned on by the two building engineers who put out that fire. The firein the north end of
the basement also put out smoke for about 40 minutes, but for some reason, this fire produced
more smoke and entire hallways were obscured. According to our interviews, smoke was

8 The exhaust fans in the basement vaults are thermostatically controlled and only come on automatically
only if there is significant heat, which was not the case with thisfire.
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reported being seen at 5:50 am and despite the use of fire extinguishers by the two contractors at
about 6:00 am, the electrical box and its contents continued to smolder and create smoke until
the Fire Department doused it again around 6:30 am. The reason the smoke did not quickly
clear from this vault was because building engineers could not get the small exhaust fan in the
vault to come on. Apparently the circuit breaker had tripped, so a building engineer spent about
20 minutes jury-rigging the fan to make it come on, which it eventually did. Inthe meantime,
two building plumbers turned on the exhaust fan in the carpenter’ s shop at the other end of the
building. This had the effect of pulling smoke down the 6™ corridor, toward the 8" corridor, and
out of the building. Eventually, at around 6:45 am, a second fan, provided by the Fire
Department, was placed in the window of the north vault to help remove the smoke.

We were also able to determine that the smoke was not just restricted to the basement hallways.
There were several reports of smoke on several of the upper floors. The smoke likely spread to
the rest of the building through the elevator shafts, as well as through the heating, ventilation,
and air conditioning (HVAC) system. The Hoover Building'sHVAC system has staggered start
times, but the entire system is running by 5:15 am, according to building engineers. Therefore,
the HVAC system was running at the time of the fire. A quick-thinking engineer did turn off the
ventilation system fans, but it was close to 6:45 am when he did this, nearly an hour after the
first report of smoke. Therefore, it is possible that some of the smoke was re-circulated in the
building through the ventilation system.

While thereis no specific guidance on when air tests should be performed, given the fact that
smoke spread throughout the building, it would have been prudent for GSA and the Department
to conduct air tests before reopening of the building. Unfortunately, air tests (for PCBs only)
were not performed until October 5, four days after the fire, one day after the building (floors 1-
7) was reopened, and the day the basement was reopened. The tests were performed only after
employees who work in the basement and representatives of the Commerce Child Care Center,
whichislocated on thefirst floor, very close to the north vault fire, demanded assurances that
the air was safe to breathe. The air test results, which were not known until October 12, showed
that trace amounts of PCBswereinthe air, but at levels well below the permissible exposure
limits set by OSHA.° Because of the very low levels of PCBsin the air at the time of the tests,
the results proved to be inconclusive as to whether PCBs had been released into the air viathe
smoke from the October 1 fire or whether the PCBs were already present in the building’ s air.
Had the air tests been performed sooner, such as on the day of or the day after the fire, the results
might have shown whether PCBs were released into the building via the smoke.

® OSHA's permissible exposure limits are based on what is acceptable for a healthy adult to be exposed
to. However, OSHA does not publish permissible exposure limits for children or sensitive adult popul ations.
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As stated above, the air tests that were done were only to detect the presence of PCBs. It also
would have been prudent for GSA and the Department to perform air tests for highly toxic
dioxins and furans, which are emitted when PCBs burn, as soon after the fire as possible.
According to the material safety data sheets for PCBs,*° fires involving capacitors have been
known to contaminate buildings with dioxins and furans when fires reach very high
temperatures (600-650 degrees Celsius). Reaching this temperature range was highly unlikely
in the Commerce fire dueto its short duration. However, no air tests for dioxins or furans were
done, although wipe (surface) tests for dioxins were done on October 5 at the elevators nearest
the two vaults where the fire occurred. Samples were collected from the elevator doors on the
assumption that the dioxins in the smoke would collide with the elevator doors before being
drawn into the elevator shafts. Dioxinswere not detected in these samples. GSA environmental
staff told the OI G that they did not call for air tests for dioxins and furans because it was just not
possible, due to the short duration of thefire, for dioxins or furansto form. They stated that the
wipe tests were performed just as a precaution.

We have no specific recommendations for additional tests to be conducted now or other
corrective action based on our observations regarding the environmental testing, particularly
because so much time has passed since the incident. However, we suggest that the Department
view our observations as “lessons learned” for future emergencies. Specificaly, if similar
decisions about environmental cleanup or testing need to be made in the future, officials need to
talk to the individuals who were the eyewitnesses. All our observations came from speaking to
the numerous employees, contractors, and Fire Department personnel who observed the
conditions in the basement on October 1 and from piecing their stories together. In most cases,
we were the first and only representatives of the Department who had discussed the matter in
detail with them.

The cost of the additional tests would have been negligible when weighed against the poor
relations that resulted with some employees and, in particular, representatives of the Commerce
Child Care Center. Whether PCBs burned and whether dioxins or furans were emitted could
have easily been verified through timely testing. But, due to inaccurate information and
insufficient tests, the Department was not able to back up its claims that the building was
completely safe with documentation. In addition, because air tests were not done sooner, the
Department will never be ableto tell those who went through the decontamination process what,
if anything, they were exposed to.

10 Mmaterial safety data sheets are put out by the manufacturer of a hazardous material, such as PCBs. The
purpose of the data sheets is to educate users in how to safely use the hazardous material, aswell asinform them of
potential hazards.
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B. Not all areas were immediately tested or cleaned

Not all areas of the basement that may have been contaminated by PCBs were immediately
tested or cleaned. For example, employees who work adjacent to the vault in the north end of
the basement were concerned that smoke travel ed through alarge vent that connects the vault
and the hallway in front of their office. The vent isvery large (approximately 5 feet wide by 3
feet high), and smoke may well have passed through the vent into the hallway. However, the
hallway in front of the concerned employees' office was not cleaned, nor were wipe tests taken.
Testing and cleaning were only done on the other side of a set of swinging double doors that
separated the hallway in front of the concerned employees’ office from the hallway that contains
the entrance to the vault where one of the fires occurred.

Not until an informational meeting held 25 days after the incident (see page 31) did the
concerned employees had an opportunity to ask why their hallway had not been tested or
cleaned. Upon hearing their concerns, one of the contractor personnel who put out the firein
the north end of the basement stated that he went through the swinging double doors and
walked up and down that hallway with dielectric fluid on hisboots. In addition, thisindividua
stated that the hallway was filled with smoke, although it was not as thick as on the other side of
the swinging double doors. Asaresult of this new information, the Department directed the
cleanup contractor to perform wipe testsin the hallway on the other side of the swinging double
doors. Fortunately, all tests for PCBs came back negative, including those taken on the vent.
The contractor also cleaned the entire vent as a precaution. The cleanup contractor, at the
direction of GSA and the Department, said that it did not test or clean that area because no one
walked down that hallway and no smoke got in the hallway. This conclusion was based on the
assumption that the swinging double doors contained the smoke on the vault side of the
hallway. Contractor personnel admitted that they were not aware of the vent.

Thisis another example of how the Department and GSA made decisions about where to take
wipe tests and where to clean up without consulting the people who were in the area on the
morning of thefire. Incorrect assumptions were made about where people walked and where
smoke might have traveled without talking to the individuals who did the walking and/or
witnessed the smoke. It would have been very easy to interview the personnel involved to
determine what they observed and where they walked, but little or no effort was made to make
these contacts. Had there been PCB contamination in the section of the hallway that was not
tested and cleaned immediately, it could have been tracked all over the building, causing a
serious problem. Aswith our observations on the air tests, we have no specific
recommendations for corrective action to be taken now regarding this issue because the
environmental testing and cleanup is complete. However, we would again suggest that the
Department view our observations as “lessons learned” for future crises.
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C. Cleanup area was not secured

EPA has published standards for how to properly secure an area being treated for PCB
contamination. Under 40 C.F.R. 761.125, the responsible party (in this case GSA and the
Department) isto effectively cordon off or otherwise delineate and restrict an area encompassing
any visible evidence of the spill plus athree-foot buffer. In addition, the EPA standards require
that clearly visible signs be posted advising persons to avoid the area to minimize the spread of
contamination and the potential for human exposure.

In the case of the cleanup in the Hoover Building basement after the October 1 incident, these
standards were not always met. Over the weekend and during the first part of the week after the
accident (the week of October 4, 1999), the cleanup effort included the hallways and the vaults.
By the end of that week, the hallways tested clean, and the cleanup was concentrated in the
vaults, where the worst contamination was found. Cleanup continued in the vaults until
December 3, when the last contaminated spot finally tested below the EPA standard of 10
micrograms/100cm?2. While the cleanup areaincluded the hallways, it appears, based our
discussions with employees who observed the area, that the standards for securing the clean-up
areawere met. However, according to our interviews and our own observations, once the
contaminated area was limited to the inside of the vaults, the standards were not met.

In mid-October, when the OI G inspection team went to several of the vaults to assess the status
of the cleanup effort, we found the vaults were unlocked, no warning signs were posted, and
there was no three-foot buffer. The only attempt at restricting access was the placement of
plastic, yellow “caution” tape in a cross over the door to the vaults. However, the vaults could
easily be accessed through a side door from a connecting vault. Infact, electrical contractors
working in one of the connecting vaults were completely unaware that any contamination
remained in the vault next door. Asaresult of the environmental safety standards not being
met, several people, including the OIG inspection team, walked into the vault thinking there was
no hazard remaining. Unfortunately, it isimpossible to determine whether PCB contamination
was spread as aresult of this problem or whether additional people were placed at risk. We
brought the problem to the attention of building managers, and steps were taken to better cordon
off and clearly mark the cleanup area.

The CFR regulation cited above is quite clear that the “responsible party” is the owner or
manager of the location where the spill occurred, not any contractor they might hire. So, while
the cleanup contractor should have done a better job of cordoning off and marking the cleanup
areq, it was the responsibility of GSA and the Department to ensure that all the regulations were
followed. Again, because the cleanup is completed, we have no recommendations for corrective
actions. However, it might have been helpful to have someone knowledgeabl e about
environmental regulations on staff or available to the Department to ensure that the cleanup
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contractor was in compliance with all applicable regulations. The lack of an environmental
program at the departmental level is discussed in the last chapter of this report (see page 36).
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VI.  MoreAttention Should Have Been Paid to Employee Relations

With regard to employee relations during and after the October 1 incident, the Department did
many things well. For example, two representatives from the Office of Human Resources
Management and one from the Office of Administrative Services took it upon themselvesto
accompany the employees and contractors to the hospital to provide assistance. They provided
essential services that were much appreciated by the fire victims. Many employees and
contractors had to relinquish al of their belongings because they were contaminated, so the
departmental staffers handed out taxi fare to those who needed it and contacted family members.
The employees we interviewed a so gave high marks to the Department’s Workers
Compensation Program unit, which was proactive in contacting them and providing all the
necessary formsto file for benefits. The Workers Compensation Program staff also held afew
seminars dedicated to helping those affected by the fire.

There are also areas where the Department’ s rel ations and communi cations with employees
could have better. After the fire on October 1, the focus of departmental management was on the
cleanup and removal of all of the hazardous materials from the building as quickly as possible.
While management cannot be faulted for moving quickly to ensure a safe working environment
for Commerce employees, the human element in thisincident should also have been given a
high priority. In particular, the employees and contractors involved in the incident were not
provided access to counseling to deal with the resulting emotional issues. 1n another instance,
occupants of the basement were told it was safe to return to work. Y et when they did, they saw
the cleanup contractor’ s crew working in protective suits and masks, which led them to believe
that the basement was not safe to work in.

Communication with the employees and contractors directly affected by the events of October 1
could also have been improved. A meeting with these people to disseminate information and
answer questions was not held until 25 days after the incident, although some meetings were
held with asmaller group of concerned employees and Child Care Center staff and parents prior
to thisinformational meeting. The board of directors and parents concerned about the safety of
their children in the Commerce Child Care Center also did not get straight-forward answers to
their questions at first. Finaly, there has been very little dissemination of information to people
who work in the Hoover Building regarding thisincident. Inall of the above instances and for
the future, we believe that sharing information with employees would significantly reduce stress
and anxiety and improve communication, as well as employee relations.

A. Counselors were not available to assist employees through the aftermath of the
accident

Being potentially exposed to PCBs and going through the decontamination process was a
frightening experience for most. And, returning to work, which for some wasin afew days and
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for otherswasin afew weeks, was also traumatic. Several employees have sought professional
assistance to cope with the emotional stress they have experienced since the incident. In fact,
many employeestold us that having someone, such as a counselor, to assist them in dealing
with the emotional impact of the events of October 1 would have been extremely helpful.

Unfortunately, the emotional impact the incident had on employees was not considered by
departmental management. In talking to arepresentative of the Federal Emergency Management
Agency, we were told that after any traumatic event, the largest group of people that the agency
dispatches are community relations specialists, who provide counseling and emotional
assistance to the victims. In fact, after the death of Commerce Secretary Ron Brown and 11
other Commerce employeesin 1996, grief counselors were provided to employees who needed
such a service. However, counselors were not made available to the employeesinvolved in the
fire. According to department officials, it did not occur to them that such counseling would
have helped employees recover emotionally from thisincident.

The Department has an Employee Assistance Program and under the program, afull-time
counselor is assigned to the Hoover Building. The counselor works for an outside firm, under
contract to the Department. Itispossible, if additional counselors are needed on short notice to
deal with an emergency, to either negotiate a task order with the existing Employee Assistance
Program contractor or quickly issue a new contract to another outside firm able to provide such
services. The latter isthe mechanism under which the grief counselors were provided in 1996
after the death of Secretary Brown. However, departmental managers did not inform either the
Office of Human Resources Management, which oversees the Employee Assistance Program
contract, or the counselor assigned to the Hoover Building that counseling services might be
needed and that they should make their services known to those employees impacted by the fire
(or their supervisors). The Office of Human Resources Management was only notified of one
employee that might need assistance, and thisinformation was passed on to the counselor who
made several callsto the employee’ sresidence. The employee, who did not live close to the
Hoover Building, elected to get counseling assistance closer to her residence.

According to the counsel or assigned to the Hoover Building, it isvery important to provide
counseling to peopleinvolved in atraumatic event as early as possible. Departmental officials
should have called in the Employee Assistance Program to make counseling services available
to affected employees and, if necessary, brought in additional counselors. Therefore, we are
recommending that in future crisis situations involving Commerce employees, departmental
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management ensure that counseling services are available to any employee who elects to receive
the service.

In responding to our draft report, the Chief Financial Officer and Assistant Secretary for
Administration stated that the Department will exercise stronger outreach in the event of future
crisis situations to ensure that employees are aware of the counseling available to them. The
Department’ s proposed actions meet the intent of our recommendation.

B. Communication on basement cleanup was poor

On Tuesday, October 5, the Hoover Building’ s basement was reopened, and employees who
work there were told that it was safe to return to work. However, the cleanup contractor’s
personnel, wearing protective suits and masks, were continuing the cleanup process. Some
employees found it disconcerting to betold it was safe to be in the basement when the
contractors were still there wearing protective gear. In conducting our review, we received
many questions about just this point from employees and contractors who work in the basement.

Departmental managers should have explained to employees that they considered the air safe to
breathe, based on the information they were receiving from GSA™, and that the contractors were
wearing the protective gear because it is standard practice to do so. However, no information of
thistype was provided. It isimportant to communicate with employees, particularly on safety-
related issues that directly affect them. Leaving employeesto wonder about their safety is not
acceptable. Therefore, we are recommending that in future crisis situations, departmental
management endeavor to keep all building occupants informed about health and safety issues
that directly affect them.

The Department agreed with this recommendation in its response to our draft report and said it
will, in future crisis Situations, keep all building occupants informed about health and saf ety
issues that affect them. The Department’ s proposed actions meet the intent of our
recommendation.

1 Asstated in the previous chapter (see page 22), some of the assumptions GSA used to determine
whether air testing was necessary were faulty. Of course, departmental officials had an obligation to verify the
accuracy of the assumptions GSA made and conduct testing if they thought it was necessary. But, the faulty
assumptions went unchallenged, and no air testing was done prior to the reopening of the basement on October 5.
The air testing that was done on October 5 showed that the air was within OSHA' s permissible PCB exposure
limits for healthy adults. However, aswe previously stated, it would have been prudent for the Department and
GSA to conduct air tests for PCBs, dioxins, and furans before the building was re-opened.
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C. I nformational meeting for fire victims was not held until 25 days after the accident

It took 25 days for the Department to hold a meeting for the approximately 39 employees and
contractors who were directly involved in the fire and PCB accident. The purpose of the
meeting was to provide the employees and contractors with information about what had
happened and to answer questions. This meeting was highly charged, as people vented their
anger and worries about the lack of information and risks, and their perception that the
Department did not care about what had happened to them.

Thereisno justifiable reason for taking so long to hold this meeting. Building managers, who
organized the meeting, agreed that it should have been held sooner. But, they said that they
were unaware, until the meeting, of the impact the incident had on those involved. When
information is not provided in atimely manner to those who clearly have avested interest in that
information, suspicions begin to arise. Therefore, as we suggested in the previous section, in
future crisis situations, departmental managers should endeavor to keep all building occupants
informed about health and safety issues that directly affect them.

D. I nformation on the accident has still not been provided to all building occupants

Other than a brief e-mail message from the Secretary of Commerce sent on Monday, October 4
regarding the fire and PCB accident, there has been no dissemination of information about the
accident to people who work in the Hoover Building. There was some discussion early on of
holding an “all hands’ meeting, but this did not occur. When we asked officials in the Office of
Administrative Services why the meeting did not take place and whether any information would
ever formally be shared with employees, we were told that senior management did not want to
dwell on what had happened and wanted employees to put the incident behind them.

During our review, many people asked about the cleanup process and whether the building was
really safe. We also heard several complaints that the Department was not sharing information
because it was “covering up” the severity of the October 1 incident. While we do not believe
departmental management isinvolved in a*“cover-up,” it is clear that information about both the
accident and the current safety of the building is needed. We believe that the occupants of the
Hoover Building have aright to know that the building they are working in is safe. Therefore,
we are recommending that the Department communicate a summary of what happened on
October 1, aswell as the results of the testing and cleanup to all building occupants as soon as
possible.

The Chief Financial Officer and Assistant Secretary for Administration, in the Department’s
response to our draft report, stated that on February 28, 2000, the Department sent an e-mail
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message to all building occupants advising them of the environmental testing and cleanup results.
The Department’ s actions meet the intent of our recommendation.
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VII. A Commerce Command Center 1sNeeded to Best Ensure Communication and
Continuity of Operations

When the Hoover Building was closed on October 1, the Commerce Department was effectively
cut off from the outside world. No one was able to call in to provide assistance, and there was
no central authority for handling any outgoing calls. Fortunately, someone remembered that the
Commerce Department has some office space in the Ronald Reagan Building and International
Trade Center across the street from the Hoover Building. So the Secretary’ s phone was
switched to that location, and the office space was taken over for use by the Secretary and other
key staff. Unfortunately, all of these arrangements were ad hoc and not in accordance with any
plan.

All federal agencies are required to prepare a continuity of operations plan. Such plans are
required by Executive Order 12656 and Presidential Decision Directive 67 and provide for the
continuance of essential departmental functions during an emergency. Commerceisthe only
major federal agency that has not yet devel oped a continuity of operations plan.

Representatives from the Office of Security are currently devel oping the Department’ s plan and
are regular participantsin the interagency continuity of operations working group. Thisgroup’s
mission isto provide assistance and feedback to the participating agencies in the preparation
and potential execution of a continuity of operations plan.

The interagency continuity of operations working group provides a prime example of how calls
could not be made to the Commerce Department during the October 1 incident. Working group
representatives from the Department of State and the Federal Emergency Management Agency
tried all morning and into the afternoon, without success, to get make contact with Commerce’'s
working group members to offer their assistance. The telephones of Commerce’s continuity of
operations contact points were not being answered because the building had been evacuated; the
phones were ringing at empty desks and no arrangements were made to forward callsto a
working number off-site. Asaresult, the expertise of the continuity of operations working
group members was not brought to bear on the October 1 incident.

In addition to incoming calls, there were also outgoing calls that should have been made on
October 1. Per 40 C.F.R. 761.125, all spillsinvolving one pound or more by weight of PCBs
must be reported to the National Response Center, which isjointly managed by EPA and the
U.S. Coast Guard. All callsthat comeinto the center are referred to one of these two agenciesto
determine whether aresponse is needed and, if so, to dispatch afederal on-scene coordinator to
assist in decision-making regarding testing and cleanup.

Such acall was not made to the National Response Center on October 1. Approximately 24
ounces of dielectric fluid were spilled (2 ounces from each of 12 capacitors), and thisfluid
contained nearly pure PCBs. Based on these figures, it is highly likely that the one pound limit
was reached. In cases where the amount of PCBs spilled is not immediately known, the
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National Response Center’s position isthat it should be called and a report made to be on the
“safeside.” Therefore, the Department or GSA should have called the center. Because they
were not contacted, EPA (the agency that would have responded to thisincident) was not able to
provide critical assistance in environmental testing and cleanup.

We should note that EPA’ s federal on-scene coordinator for the Washington, D.C., areais
actually located in Philadelphia. Upon hearing of the incident on the news, he attempted, over
several days, to call the Department and GSA to offer assistance. He was unsuccessful in
contacting the appropriate on-scene personnel. By the time he spoke to someone at GSA with
some knowledge of the incident, it was October 6 and everything was under control.

Many of the external communication problems experienced on October 1 could have been
prevented if the Department had a command center in operation. We were told by the continuity
of operations working group that Commerce isthe only federal department without such a
center. The center would operate through an emergency as a contact point for all departmental
business, including dissemination of information to emergency personnel and the press.*? The
center would ordinarily only be operational during normal business hours, but in the event of an
emergency, such as the October 1 incident, the center would be ready to run on a 24-hour basis.
The continuity of operations working group members and EPA personnel could have called the
command center and immediately been put in touch with the appropriate Commerce staff
persons no matter what time of day it was. In addition, the command center staff would be
knowledgeable about when to make calls for specialized expertise, such as the need to call the
National Response Center in the event of a hazardous materials spill.

Certainly, part of Commerce’s continuity of operations plan, onceit is developed, will beto
establish acommand center. However, we believe that the Department should not wait to
establish acommand center since the plan may take several years to complete and implement. In
an emergency, communications need to remain intact and the continuity of critical departmental
operations must be ensured. A command center is needed to ensure that objective. Therefore,
we are recommending that departmental management create a command center as soon as
possible.

In responding to our draft report, the Chief Financial Officer and Assistant Secretary for
Administration stated that the Department is studying arrangements to ensure that
communications and continuity of operations are maintained in the event that the Hoover

12 The command center would ordinarily belocated in the Hoover Building. But, inthe event of an
emergency in the building, a back-up location would be in place so that the command center could seamlessly be
rel ocated without interruption in communications.
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Building is compromised again. Initsaction plan, the Department should expand on its
proposed actions to meet the intent of this recommendation.
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VIII. Commerce Needsto Ensure Compliance with Environmental Requirements

During our inspection, several Commerce officials and employees expressed concern that, at the
Department level, there are no staff knowledgeable about environmental regulations and
compliance. Typicaly, the staff who oversee the environmental program and compliance at other
federal agencies have experts on staff, or access to technical expertise, such as environmental
engineers or industrial hygienists. While no one believed that having such persons on staff would
have prevented the October 1 incident, the officials and employees expressed concern that
Commerce had to rely solely on GSA for advice and guidance on compliance with environmental
regulations, particularly with regard to what regulations governed the cleanup of the PCBs
released in the basement.

We did not assess the merits of having an environmental program at the Department level, mainly
because it was outside the scope of our review. Nor did we assess what environmental support
the Department could obtain from EPA, other federal agencies, or the Commerce bureaus that
have some in-house environmental expertise. However, we did perform some limited inspection
work to determine what requirements there were for such a program and what the history of
Commerce’ s environmental program has been. We found that the requirement for an
environmental program at the departmental level is set forth in Departmental Administrative
Order (DAO) 216-17, which lays out how Commerce will comply with Executive Order 12088
“Federal Compliance With Pollution Control Standards.”*®* Under the DAO, the Chief Financial
Officer and Assistant Secretary of Administration shall “establish policy and provide oversight
and guidance to the Department and its operating units to ensure compliance with environmental
laws and regulations.” The environmental compliance and management program is to include
coordinating reviews and surveys requiring Department-wide response, developing an inventory
of the Department’ s sites that store regulated materials and/or hazardous waste, establishing and
chairing an intra-agency task force on environmental compliance, performing environmental
audits, and providing information, guidance, and training to bureaus on environmental
regulations and compliance.

Based on our discussions with Commerce officials and employees, there appears to be alack of
clarity regarding how the Department is carrying out the responsibilities set forth in the DAO.
Therefore, we are recommending that the Department perform an assessment to determine what
type of environmental program is needed at the departmental level, including whether an
environmental engineer, industrial hygienist, or other specialist isrequired, to ensure compliance
with all applicable statutory requirements, executive orders, and departmental orders, aswell as
provide adequate protection for the Department and its employees. In designing any new

13 DAO 216-17, “Compliance With Environmental Pollution Standards,” effective December 29, 1988.

36



U.S Department of Commerce Final Report IPE-12453
Office of Inspector General March 2000

environmental program, the Department should consider what expertise it can utilize from other
federal agencies as well asthe Commerce bureaus that have in-house environmental experts.

—— AR P RR N ———

The Department’ s written response to our draft report stated that because the merits of having an
environmental program at the Departmental level were outside the scope of the OIG’ sreview,
this chapter and recommendation should be dropped from the report. We subsequently met with
departmental officials and they agreed on the need for an assessment to determine what type of
environmental program is needed at the departmental level. Therefore, we request that the
Department, in its action plan, discuss what actionsit is taking to address our observations and
recommendation.
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RECOMMENDATIONS

We recommend that the Chief Financial Officer and Assistant Secretary for Administration take
the following actions:

1.

In conjunction with GSA, conduct an inventory of remaining PCBsin the building and
develop a plan to remove them, if necessary, or adequately contain them. If the PCBs
cannot be removed, any equipment or areathat contains them should be so marked.
Because it would be impractical to mark the light ballasts, al appropriate personnel should
be made aware that if alight ballast is not marked as PCB-free, it should be assumed to
contain PCBs (see page 8).

Work with GSA to expedite the retesting of the vault floors for PCB contamination. |f
the vault floors are still contaminated, consider resealing them with an epoxy sealant or
other protective material to eliminate or further minimize the spread of contaminants
from the floors. Once the contamination factor of each vault is known, remove the
current warning signs and replace them with either asign that simply states that the vault
contains no PCB transformers or awarning sign that stresses the contamination factor
and the need for protective footgear (see page 9).

Immediately make protective footgear and disposal drums available to staff who must
work in the Hoover Building's contaminated vaults, until such time that the vaults are
tested and found to be free of contamination (see page 10).

Better control accessto the fire alarm control room and post signsto remind people to
lock the door when they exit the room (see page 12).

Prepare a departmental policy statement or directive that explicitly outlines who hasthe
authority to turn off afire alarm and when it is appropriate to do so. This policy should
be disseminated to all building management, Office of Security, and security guard staff
and be prominently posted on the fire alarm control panel (see page 12).

Identify funding for and then acquire and install a public address system in the Hoover
Building (see page 13).

In conjunction with GSA, determine what caused the fire and smoke alarms to

malfunction. Corrective measures should be taken to ensure that the problems do not
recur (see page 14).
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8.

10.

11

12.

13.

14.

15.

16.

17.

Immediately install a security door, an alarm, and an “Emergency Exit Only” sign at the
first floor level of stairwell number 13 to ensure access in the case of an emergency (see

page 15).

Take appropriate corrective actionsto fix the one exterior door (first floor at intersection
of 7 and 8 corridors) that did not open on October 1. Further, check all Hoover Building
exterior doors to make sure they will open during an emergency. If necessary, make
repairsto ensure that all of the doors are working properly (see page 15).

Ensure that vaults containing high-voltage transformers are routinely locked and only
personnel with a need to enter the vaults are issued keys (see page 16).

Disseminate to the Hoover Building’ s occupants the emergency evacuation plan or clear
guidance outlining evacuation steps and responsibilities based on the plan. Follow up
with regular fire drillsto ensure that employees remain familiar with the building’s
evacuation procedures. As part of this education effort, building occupants should aso
be told that all doorsin the building are open for exit during an emergency and all doors
should be utilized during an evacuation (see page 17).

Ensure that persons who enter the building before and after normal hours, using a
guarded entrance (including the 14™ or 15" Street service ramp entrances), are required
to signinand sign out on the logs. Ensure that non-Commerce employees, including
contractors, maintenance employees, and delivery personnel, are required to signin and
out at all timeswhen entering or leaving the building (see page 20).

In future crisis situations involving Commerce employees, immediately make counseling
available to any employees who feel they might benefit from such a service (see page
29).

In future crisis situations, keep all building occupants informed about health and safety
issues that directly affect them (see page 30, 31).

Communicate a summary of what happened on October 1, aswell asthe results of the
testing and cleanup, to all Hoover Building occupants as soon as possible (see page 31).

Create acommand center for the Department (see page 34).
Perform an assessment to determine what type of environmental program is needed at the
departmental level to ensure compliance with all applicable statutory requirements,

executive orders, and departmental orders, aswell as provide adequate protection for the
Department and its employees (see page 36).
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5:45 am

5:50 am

6:00 am

6:00 am

6:00 am

6:05 am

6:10 am

6:17 am

6:20 am

6:25 am

APPENDIX A

TimeLineof Key Events
October 1, 1999

Reports of smoke and “funny smell” were made by NOAA print shop employees
in the basement at the south end of the Herbert C. Hoover Building.

Reports of smoke and “funny smell” were made by Jewell (cleaning contractor at
the time of the fire) personnel in the basement at the north end of building; the
security guard office was called.

A clock correction signal was sent to the capacitors (signal |asted approximately
Six to eight seconds).

Two contractors working in BO85 vault (north end of building) heard a*“pop”
and walked into an adjacent room and saw flames coming out of a wall-mounted
electrical box. They put the fire out, using a nearby fire extinguisher and opened
awindow in the vault to vent the heavy smoke.

A security guard paged an engineer to check reports by Jewell employees of
smoke in basement near corridor 0 and 6.

A building engineer (paged by security guard) verified smoke at corridor O and 6.
He wastold by the contractors that they had put the fire out.

A security guard also reported to the basement to verify reports of smoke at
corridor 0 and 6. He went back to his office and called GSA’sfire shop, which
told him to pull the fire alarm.

The security guard pulled the fire alarm (pull station on first floor outside the
guard office).

Two building engineers, accompanied by a NOAA print shop employee, began
trying to locate the source of the increasingly dense smoke in the south end of the
building.

Two building plumbers turned on the fan in the carpenter’ s shop (intersection of

8 and 6 corridors) to help suck some the smoke from the BO85 fire out of the
building.
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6:25 am

6:26 am

6:28 am

6:30 am

6:35am

6:45 am

7:00 am

7:10 am

7:28 am

7:30 am

Two building engineers located a hot door at vault BO19 (south end of the
building). They entered asa NOAA employee held the door open. They
observed flames coming out of awall-mounted electrical box. They put the fire
out using adry chemical fire extinguisher they were carrying (in anticipation of
needing to put afire out). They turned on the high-powered fan in the vault
(which vents to the outside), and the smoke quickly dissipated.

The fire alarm was turned off by an unknown person.

The District of Columbia Fire Department arrived and were escorted down the
north ramp to the building basement and the fire at the north end of the building,
although the fire was out by thistime. They used adry chemical fire extinguisher
on the electrical box again because it was glowing and still producing smoke.
Firefighters reported very heavy smoke in this area.

Two building engineers who put out the BO19 fire heard of the B085 fire from a
security guard. They walked to the BO85 area and informed the Fire Department
and othersin the area of the second firein BO19.

The Fire Department requested a “full box alarm,” meaning that they had
confirmed an actual fire. A full box alarm includes four engine companies, two
ladder companies, a heavy rescue unit, and a battalion chief. A hazardous
materials (Haz Mat) team al so responded because it was an electrical fire.

A building engineer turned off the HVAC fansin the north end of the basement.
This stopped the air from being recircul ated from the basement to the rest of the
building.

The same building engineer turned off the HVAC fans for the remainder of
building when he found out that there was a second fire at the other end of the
building.

Building engineers walked Fire Department personnel through all vaultsin the
basement to determine whether there were additional fires. They observed burst
and leaking capacitors in four other vaults, but no fires.

A building engineer was transported to George Washington University Hospital
for smoke inhalation.

GSA fire safety and fire alarm staff arrived on the scene.
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8:00 am

8:15am

8:30 am

8:45am

9:00 am

9:00 am

9:00 am

9:50 am

10:05 am

10:30 am

11:00 am

11:45 am

The Fire Department, based on discussions with building engineers and
electricians regarding the age of the capacitors, began to suspect that PCBs might
beinvolved. Simplex Time Recorder Company (the clock company) was called,
but no one there could confirm if there were PCBs in the capacitors.

The District of Columbia Fire Department’s Haz Mat Team determined that it did
not have the necessary field test kit to test for PCBs. Other local Haz Mat Teams
were called to seeif they had the correct test kit. 1t wasfinally determined that
Montgomery County Haz Mat Team had the test kit and they were requested to
report to the scene.

Building managers, based on the advice of the Fire Department, called for the
closure of the building for the day. A door-to-door search was initiated to ensure
that all people were evacuated.

Persons known to have been in the basement at the time of the fire and/or those
who had direct contact with the smoke or dielectric fluid were directed to the
Hoover Building’ s north courtyard for further instructions.

The Fire Department notified George Washington University Hospital to expect a
large number of people for a hazardous materials decontamination.

The Digtrict of Columbia Fire Department Haz Mat Team began preparing for a
decontamination process in the north courtyard.

A GSA industrial hygiene staff arrived on the scene. Together with fire safety
staff, they inspected the vault areas wearing protective clothing.

The Montgomery County Haz Mat Team arrived.

Preliminary positive test results from Montgomery County Haz Mat Team
showed that there were PCBs in the dielectric fluid.

The decontamination process began in the north courtyard. People were divided
into two groups: Group A (direct exposure) and Group B (secondary exposure).

A&A Environmental (the clean-up contractor hired by Commerce) arrived on the
scene and began preparing for cleanup.

Enviro-Management, Inc. (the GSA environmental testing contractor) arrived on
the scene and began taking wipe samples.
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7:30 pm Enviro-Management began to report results of its sampling to GSA. They
confirmed PCBsin the dielectric fluid in extremely high concentration levels.
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APPENDIX B

Agency Responseto the Draft Report

UNITED STATER DEPARTMENT OF COMMERCE

. qxh Chiaf Financial Officar o .
K f! Assistant Secratary for Administration
— Washingeon, 0.G. 20230

MAR 01 2000

MEMORANDUM FOR  Johnnie E. Frazigt.
Inspector GGIIEI'FII }

FROM: Linda I. Bilmes
Chief Financial
Assistant Sec

SUBJECT: Draft Inspector General Report "Office of the Secretary - There Are
Lessons te Be Learned from the Ocvtober 1999 Fire and PCB Accident
in the Herbert C. Hoover Building” (IPE-12433)

‘T'hank you for the opportunity to review the subject draft inspection teport, Qur comments on
the report and its recommendations are provided in Attachments 1 and 2.

We have taken action on all the issues identified in the report where feasible, As always, we are
working as a team to improve safety in the Department. Raill Perea-Henze, Deputy Assistant
Secretary for Administration, is working with Dave Holmes, Deputy Assistant Secretary for
Sceurity, end Tony Fleming, Director for Administrative Services, to ensure that appropriate
corrective action is taken. Where action depends on the General Services Administration, we
have raised these issues and requested an action plan and timetable. The status of each
recommendation is summarized in Attachment 3.

I would like to thank you for your staff’s professionalism during the conduct of the inspection.
We look forward 1o working with your office as we implement the recommendations contained
in the report. Please feel free to contact me i you would like (o discuss our comments in
additional detail.

Attachments
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Altachment 1

Comments on Draft IG Report

Takle of Contents

We supgest moving the section on the unlocked vault doors titled "IV - Physical Security of
the Building Needs Improvement, paragraph B - Vault Doors are not locked” to the
preceding section titled "[11 - Building Safety Issues were |lighlighted by the Fire." The
issue of vault doors is more appropriately placed under building safety issnes.

We sugpest changing the title of "IV - Physical Security of the Building Needs
Improvemcent” to read "IV - Physical Security Concerns."

Page [

3¢ paragraph, 2" sentence: This sentence currently reads "The General Services
Administration and the Department determined that floors 1 through 7 of the building were
sale to occupy on Monday, October 4." We suggest changing the sentence to read "The
Department, based upon the recommendation from the General Services Administraiion,
determined that Moors 1 through 7 of the building were safe to occupy on Monday,
October 4," This statcment more accurately reflects the decision-making process which
occurred.

3" paragraph, 4'* sentence should be changed to read "The environmental cleanup process
continued, mostly on the weekends, until December 3." The report currently
cites November 21 as the completion date. A& A completed their cleanup on December 3.

Page ji

2™ paragraph: Add a sentence that rcads “In addition, we found that the doors to the
basemneni vaulis, which contain critical electrical equipment, are not routinely locked" after
"Similarly, at least one exterior door was not unlocked and therefore was not usable for exit
during the building evacuation.”

3" paragraph: Change the paragraph title from “Physical sccurity of the Hoover Building
needs improvement” to "Concerns relevant to the Security of the Hoover Building,”

Move the sentence "In addition, we found that the doors to the basement vaults, which
contain critical efectrical cquipment, are not routinely locked." from this paragraph to the
preceding paragraph.
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2-
page iii

1 paragraph, 6" sentence: Currently, this senlence reads "In addition, environmental
regulations were not followed with regard to securing the cleanup areas." We suggest
changing it to read "In addition, in some instances, environmental regulations were not
followed with regard to securing the cleanup areas. While the cleanup areas included the
hallways, standards were met but once the contaminated arca was limited to the inside of the
vuults, the measures taken were not adequate.”

2" naragraph: Prior to the sentence stating that ". . . an informational meeting with the
many employees and contractors directly affected by the events of October 1 was not held
unti] 25 days after the incident," language should be added that reads "Office of
Administrative Service {(JAS) managers met with the International Trade Administration
(ITA} staff housed in the basement to angwer their questions and ease their concerns five
days after the incident. (JAS statf, accompanicd by GSA officials and staff from EMI
contractors (GSA's environmental contractor), met with the Child Care Center staff, parents
and metmber of the board of directors to answer questions twelve days after the incident."
The inclusion of these statements reflect management’s other oulreach efforts.

Page 2

3 paragraph, 2" sentence should rcad "In addition, capacitors burst or leaked, but did not
ignite." This more clearly conveys what occirred.

Page 3

3 paragraph, 3™ sentence is incorrect. All individuals did not shower in the courtyard
as stated. Only the individuals in Group A took showers in the courtyard. Group B
individuals showered only at the hospital.

Page 4

Last paragraph, 3" sentence: The cleanup was not completed on November 21. This
paragraph should be changed to idenlily December 3 as the date on which cleanup was
completed.

Page S

2™ paragraph: We suggest moving the last sentence, "It should be pointed out that there is
ne evidence that the lack of preventive maintenance was a contributing factor to the fire,” to
the beginning of this paragraph. This paragraph, as currently written, unnecessarily
emphasizes the fact that building management had not been performing the required
preventive maintenance on the Symplex clock system.
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Page 7

4" paragraph: We suggest adding "Ilowever, it would be impractical to mark all of the
light ballasts,”" after the 2* sentence "For example, 80 percent of the fluorescent light
hallasts in the building contain very small amounts of PCBs." The impracticality of labeling
ali light ballasts is cited on the next puge of the report. It should also be reflected here 1o
portray a balanced viewpoint.

Last paragraph: We suggest that this paragraph include an indication that the capacitors
were not marked as contzining PCBs because building managenient was not aware that they
contained PCBs. This statement will make clear to the reader that there was no intentional
deception on the part of building management.

Page 8

20 paragraph: The Department is currently working with GSA to conduct an inventory of
equipment containing PCBs and to develop an action plan to address such equipment.

Last paragraph: It would be helpful to reflect that the signage on the vault doors and
maintenance of the switchgear in the vault rooms are GSA’s responsibility. New signage
was placed on all of the vault room and adjoining room doors in January because the
Deparlment took the initiative to do so itsclf instead of wailing for GSA action.

Papge 10

Paragraph titled " Need for protective footgear should be addressed:” Although it is
GSA’s responsibility to provide protective footgear for use in the vault rooms, the
Department has purchased footgear and disposal bags, and placed them in the vavlts and
adjoining rooms rather than wait for GSA to do so.

Page 12

3" paragraph: In January, the locks to the fire atlarm room were changed and signs were
posted reminding people to keep the door locked.

Page 13

37 paragraph, 2 sentence states, "Despite very heavy smoke in this area, the alarm did
not activate, This is particularly troubling because the functionality of this particular smoke
alarm had been checked by building managers just onc week before the incident.” That
particular alarm was tested one week before the incident. On February 8, GSA

re-tested all of the smoke alarms and all were functional. QOur conclusion was that there was
not enough smoke to activate the alarm on October 1. Of course, we will re-test the alarm to
verify that it is functional.
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d-

Last paragraph, first sentence: This sentence currently reads "According to the two
contractors who put out the basement fire at the north ¢nd of the building, the statrwell exil
from the hasement, located in the middle of corridor 6, was locked at the first floor." It
should be amended to read, ". . . north end of the building, the door in stairwell No. 12 at the
first floor level, which leads into the Child Care Center, was locked."”

Page 15

End of the page: Re-letter the paragraph on page 16 titled "B. Vault doors are not locked."
and relocate it here:

"G, Yault doors arc not locked. During our inspection, we made several visits to the
vaults in the Hoover Building’s basement to assess bath the cleanup and security
sitnation. Despite the fact that the basement vaults contain critical electrical
equipment, we found that the vault doors arc not routinely locked. Per 29 C.F.R.
191¢(:.303(h)(2), doors to electrical vaults containing circuits or equipment which
exceed 600 volts must be kept locked at all times. However, during an Office of
Inspector General {OIG) visit to the vaults in mid-October, six of the cight vaults
containing high-voltage transformers wers unlocked. Building managers locked the
two vaulls where the fire occurred only after we expressed concern about their being
unlocked. However, in carly January, we found that at teast lour of the vaults were
still unlocked."

Page 16

1*' paragraph: Change the title from "IV - Physical Security of the Building Needs
Improvement” to read "IV - Physical Security Concerns.”

In the 1* sentence, change the word "problems" to "concerns” so that the sentence reads "In
addition to safety issnes, the October 1 incident in the Hoover Building also highlighted
eoncerns with the building’s security systems and procedures, especially during an
emergency."

Remove the 3™ sentence, "In addition, we found that the doors to the basement vaults,
which contain eritical electrical cquipment, are not routinely locked,” from this paragraph.

Change the last sentence to read "Based on these observalions, we are recommending
improvements to address emergency-related situations” instead of "Based on these
observations, we are recommending improvements to make the building more secure.”

Page 19
2" paragraph: The first sentence slates "GSA and the Department decided to rcopen the

building before air tests were performed.” To provide a more accurate reflection of the
decision-making process, the language here should reflect that the Department, lacking
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5

technical cxpertise in this area, relied on GSA’s technical expertise and recommendation on
when to re-open the building.

Page 23

2™ paragraph: The 4® sentence should be corrected to reflect that cleanup was completed
on December 3, not November 21.

Page 25

2" paragraph: The 8% and 9* seniences should be restated to present a more balanced
picture. These sentences currently read "A meeting with these people to disseminate
information and answcr questions was not held until 25 days after the incident. The board
of directors and parents concerned about the safety of their children in the Commerce Child
Care Center also did not get straight-forward answers to their questions.” Representatives
from the OAS met with the ITA employees in the basement area five days afier the incident
to answer gquestions. Eleven days afier the incident, OAS management set up a meeting
with the Commerce Child Care Center staff, board members and parents to answer
questions. Representatives from QAS, GSA, A&A Environmental, and GSA's
environmental contractor were present at this meeting. In addition, QAS staff provided
copies of the field test results to a senior Child Care Center board member prior 1o the {inal
report from A& A Environmental. Following that board member’s review of the iests, OAS
set up a meeting on October 28, 1999, to answer questions about the test results for the
board member. OAS managemenl, GSA staff, A& A Environmental staff and OIG
representalives were present at that meeting.

Page 26

3 paragraph: The first sentence states "Under the contract that the Department has for its
Employee Assistance Program, there is a provision to provide counselors on very short

~ notice to deal with emergencies. It was under this provision that the grief counselors were
provided in 1996 for emplovees needing help after the death of Secretary Brown." These
statements need correction. Technically, there is no such provision in the current contract,
nor was there one in the contract that was in effect in 1996. (The current contract has the
same statement of work and is basically the same as in 1996, but was awarded to a different
EAY contractor). Under the current contracl, the Department must set up a separate task
order to bring in additional counselors when a crisis situation occurs. This was also the case
in 1994 and the Department had more lead time to procure such services.

The EAP counselor interviewed by the OIG was a temporary substitute who was not
assigned to the Hoover Building at the time of the fire. Therefore, we believe an accurate
picture has not been presented. The Office of Human Resources Management states that
counscling services were offered. The EAP counselor who was assigned to the Hoover
Building on Gctaber 1, 1999, asserts that when the incident first occurred, she contacted a
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5.

representative in Building Management Services and supervisors in the National Oceanic
and Atmospheric Administration (NOAA) Print Shop to offer her services but both offices
indicated that the services were not nceded at that time. Later that week or the next,
responding to a supervisor’s concern, the counselor called an employee's home a number of
times, leaving messages on her answering machine that she wag available to her and offering
her counscling or referral services. The employee never returned the counselor’s ealls nor
did she scek EAP counseling when she evenmally reiumed to work.

Pape 27

3 paragraph, 3" sentence: This sentence currently reads "This may be true since they
made little effort to talk to the victims after the accident." We take strong exception to this
statement, W agree that the informational meeting with the affected employees could have
been held earlicr, however, efforts were made to talk to the victims after the accident. The
Deputy Assislanl Secretary for Administration, almost immecdiately after the incident, asked
the Director of the Office of Safety and Building Management to check on the status of the
empleyees involved and 1o keep him apprised. The Director made calls to the NOAA print
shop supervisor, Office of Security (0SY), and building management supervisors to inguire
about the health of the employees and contractors. Further, the Direclor recalls personally
talking to at least eight affected employees within days after the incident, inquiring how they
felt and how they were doing,.

Pages 31 and 32

As the report notes, the merits of having an environmenta! program at the Departmental
level were outside the scope of the review. For this reason, we recommend deletion of the
section titled "Commerce Needs to Ensure Compliance with Environmental Requirements.”
The observations offercd in the draft report are, however, under consideration by the
Depariment,
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Attachment 2
Recommendations

We have taken or intend to take the following actions on the recommendation presented in the
report.

1. Immediately begin performing the required preventive maintenance on the Hoover
Building’s central clock system.

Freventive maintenance on the central clock system is no longer necessary. The preventive
maintenance required involved the electronics and mechanisms for the clock adiustment,
These mechunisms and elecironics were removed along with the capacitors,

2. In conjunction with GSA, conduct an inventory of remaining PCBs in the building and
develop a plan to remove them, if necessary, or adequately contain them. If the PCBs
cannot be removed, any equipment or area that contains them should be so marked. Because
it would be impractical to mark the light ballasts, all appropriate personnel should be made
aware that if a light ballast is nol marked as PCB-free, it should be assumed to contain
PCBs.

GSA asked Federal agencies to conduct a physical survey of potentially PCB-containing
operating equipment in govermment-owned buildings. We completed the physical survey
and responded to GSA on January 16. We will work closely with GSA on an action plan to
uddress any PCB containing equipment, Our survey results, by equipment category, are.

Small Capacitors with PCBs
- Moat lights (96} - Each 400 watt mercury light with capacitor.
- Exterior 3*” Floor (6} - Each 1000 watt mercury light with capacitor.
- Exterior 380 Floor (36) - Euch 400 watt mercury light with capacitor.
- Exterior 7 Floor balcony (164) - Each 400 watt mercury light with capacitor.
- Interivr office und hall flourescent T-12 light baliasts - Unknown quantity.

Chiller Motors that have a capacitor start
- None containing possible PC8 comtaminanty located within HCHB.

Circuit Breakers
- None containing possible PCB contaminants located within HCHE,

Switches {including sectionalizers and motor starters)
- None confaining possible PCH contaminants located within HCHR.

3. Work with G8A to expedite the relesting of the vault floors for PCB contamination. If the
vault floors arc still contaminated, consider resealing them with an epoxy sealant or other
protective material to climinate or further minimize the spread of contaminants from the
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floors. Omce the contamination factor of each vault is known, remove the current warning
signs and replace them with either a sign that simply states that the vault contains no PCB
transformers or @ wamning sign that stresses the contaminution factor and the need for
protective footgear.

A& Environmenial has provided uy with a $435,000 estimate to re-test the vault floors. We
will work with GSA to address this recommendation.

4. Immediately make protective footgear and disposal drums available to staff who must work
in the Hoover Building’s contaminated vaults, until such time thai the vaults arc tested and
found to be free of contamination.

Although it is GSA s responsibility to provide protective footgear in the vauit rooms, the
Depariment has purchased footgear and disposal bags, and placed them in the vaults and
adfoining rooms.

5. Better conirol access to the fire alarm control room and post signs 10 remind people to lack
the door when they exit the room.

The door to the fire alarm conirol room at the 3 and @ corridors, where the master fire
alarm coniro! panel is located, is keyed by OSY and is on the HCHB master key system. The
key o this door is contained in a Inck bax on the door for which GSA has the combination,
and provides them access to the fire control room. Following the fire, the lock om this door
was changed and keys to this door are now issued on approval by building management.
Building management has also posied signs on the door reminding people to keep the door
locked.

6. Preparc a departmental policy statement or directive that explicitly outlines who has the
authority to turm off a fire alanm and when it is apptopriate 10 do so. This policy should be
disseminated to all building management, OSY, and security guard staff and be promincntly
posted on the fire alarm control panel.

We agree with the necessity af issuing a statement establishing who has authority to turn off
the fire alarm and ai what point it Is appropriate. As the fire alarm system is under ils
purview, we will develop this policy statement in collaboration with GSA and disseminate it
as recommerided.

7. Identify lunding for and then acquire and install a public address system in the Hoover
Building.

The Department agrees thai a public address system would enhance building security and safety in
the event of a similar emergency. The Department is discussing the scope af such a system with
GSA in the cantext of additional renovations intended for the Hoover Building.
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8. Inconjunction with GSA, determine what caused the fire and smaoke alarms to matfunction.
Corrective measures should be taken to ensure that the problems do not recur.

(iSA tested all the smoke alarms on February 8. Al smoke alarms were functional.

GS8A tested the fire alarm system in the Herbert Hoover Building on February 17 from
1:00 & m. wnil 3:00 am. The audio visual devices were activated building-wide several
timey during the test hours. GSA pianned to conduct jolfow-on testing of the fire alurm
system on Februwry 23 and 24, and will inform us of the restdts shorily,

% Immediately install a security door, an alarm, and an "Emergency Exit Only" sigm at the first
Noor level of stairwel]l number 13 to ensure access in the case of an emergency.
{Note: this recommendation should be changed to read "stairwell number 12." Number 13
is incorrect; this door did have panic hardware on it at the time ol (he fire.)

The door in question is located on the I floor at the center of the 6" corridor which leads fo
the DOC Child Care Center. There were two other 1Y floor doors that were locked in the
same manner and also lead to the Child Care Center. All three doors have been fitted with
emergency egress panic hars which will provide for immediate access to the 1" floor and to
an exit from the building in the event of future emergencies. These emergency exits have
also been marked for "Emergency Exit Only." This work was completed on

January 19.

10, Take appropriatc corrective actions to fix the one exterior door (first floor at intersection of
7 and 8 corridors) that did not open on October 1. Further, check all Hoover Building
exterior doors to make sure they will open during an cmergency. If necessary, make repairs
ta ensure that all of the doors are working properly.

The uge of the building and doors has caused some doors to kang improperly. On occasion,
doors will become misaligned and unable to open. Monthly, OSY inspects all of the doors in
the Hoover Building and reports any such failures to building managemeny for corrective
action. Butlding management has been and is continuing to aggressively replace faulty
door closure systems and adfust the alignment of doors to correct this probiem,

11.  Disseminate to the Hoover Building’s occupants the emergency evacuation plan or clear
guidance outlining cvacuation steps and responsibilities based on the plan. Follow up with
regular firc drills to ensure that employees remain familiar with the building’s evacuation
procedures. As part of this education ¢ffort, building cccupants should also be told that all
deors in the building are open for exit during an emergency and all doors should be utilized
during an evacuation.

The Offices of Security and Administrative Services will partner to implement this
recommendation. On February 11, we conducted a fire drill of the HCHB, Un
February 28, an emeil was distributed to all building occupants stressing the
importance and seriousness of responding pruperly fo a fire alarm.
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12, Develop procedures so that, in the case of an emergency evacuation of the building, the new
key card access system on the courtyard exterior doors is immediately disabled so that
entrance through those doors is not permitted.

Key card doors are controlled by an electronic device inside the door panic bar hardware,
which is activared by use of a key card. These doors allow immediate egress, but deny
unauthorized erry. This is standard pracedwre for key card operated doors. The probiem
experienced on October 1 was thar the fire alarm was not sounding during the emergency
situation. Therefore, there wus no way to know that there was an emergency in the
building. The curvent function of the key card doors is considered to be adequate for
normal and emergency situations in confunction with the building's qudible alarm system.
Ay provided under recommendation 5, the Depariment is taking steps to ensure that the
alarm ix nelt prematurely turned off in the event of future emergencies.

13, Ensure that vaults containing high-voltage transformers are routinely locked and only
personnel with a need to enter the vaults are issued keys.

The electrical venult doors in the HCHB ore keved by GSA and controlled by them. HCHB
building management has been given access to these rooms by GSA. The doors are not
kayed to the HCHB master key system and OSY has no control over access to these vaults.

Building management has posted temporary signs on the vauit and adjnirning room doors
that state the doors must remain locked at all times. Permanent signs are being made and
should be posted within the next few weeks. Additionadly, huilding management instituted
procedures for ity staff to physically check the fucks on the vault room doors three times
daily and report their status to the Director, Office of Safety and Building Management.
During these daily checks, we discavered that several door locks did not work (a strong pull
would open the locked door). These have been repaired and now work properly. This daily
procedure will be followed uniil mid-March and then be re-evaluated to determine if the
problem has been corvected.

14.  Ensure that persons who enter the building before and after normal hours, using a guarded
enlrance {including the 14" or 15" Street service ramp entrances), are required to sign in and
slgn out on the logs. Ensure that non-Commeree employees, including contractors,
maintenance employees, and delivery personnel, are required to sign in and out at all times
when entering or leaving the building.

Procedures are currently in place with the HCHE conrract guard force fo ensure that all
personnel, except those who have key card access, who enter or depart the HCHB during
non-business hours sign-in and sign-out. Periodic checks of the access control logs will he
mude by OSY personsel to ensure these procedures are being followed

—
¥

In future crisis situations involving Commerce employees, immediately make counseling
available to any employces who feel they might benefit from such a service.
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We will exercise stronger outreach in the event of future crisis situations to ensure that
employees are aware of the counseling available to them.

16.  Tn future crisis sitnations, keep all building occupants informed about health and safety
issues that directly affect them.

We agree with this recommendation and will do so in future crisis situations.

17. Communicate a summary of what happened on October 1, as well as the results of the
testing and cleanup, (o all Hoover Building occupants as soon as possible,

We have received the testing and cleanup results from the contractor. On February 28, un
email was distributed to all huilding eccupantys advising them of the results of the A& A
lesting and clearup.

18. Create a command cenler [or the Department.

Arrangements fo ensure the availability of facilities needed to maintain connmunications and
continuity of aperations in the event that the Hoover Building is compromised are under
discussion.

19. Perform an asscssment to determine what type of environmental program is needed at the
departmental level to cnsurc compliance with all applicable statutory requirements,
executive orders, and departmental orders, as well as provide adequate protection for the
Department and its employees.

As noted by the Inspector General, the merits of having an environmental program at the
Departmental level were outside the scupe of the review. For this reason, we recommend
deletion of this recommendation, although the observations made in the draft report are
under consideration by the Department.
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Atrtachment 3

Hecommendatious Made and Action 'I'zken in Response to the October 1, 1994 Fire

Recomnendation

Respoase

Status

1 Immediately begin performing the required
preventive maintenance on the Hoover
Building’s central clock svstem.

Preventive mamtenance on the contral clock system is no
lomper necessary, The preventive maintenance required
involved the electronics and mechanisms for the clock
adjustment. These mechanisms and vlectronies wre
remaved along with the capacitors.

N action needed,

(=]

In conjunction with GSA, conduct an inventary
of remaining PCBs in the building and develop
a plan to remove them, if necessary, ar
adequately contain them. L the PCBy cannol
be removed, any equipment or area that
contains them should be so marked, Because it
would be impractical to mark the light ballasts,
alt appropriate personmel should be made aware
that if & light ballast is not marked as PCB-fres,
it should be assumed 1o contain PCBs.

We completed the physical survey and responded to G5A on
Tanuary 16. The survey found PCRs in small capacinors
invalving:

96 moat {100-watl) lights,

-6 exterior 377 floor (1000-wal) Kihts,

36 exterior 3% floor (400-watt) lights,

184 exterior 7™ floor balcony (400-watt) lights, and
An unknown quantity of interior office

and hall flourezcent T-12 light hallasts.

We will work with GSA on an
action plan o address all equipment
containing PCBs.

Work with GSA o expedite the retesting of the
vault Noows for PCB conamination, TF the
vanlt floors are still contaminated, consider
resealing themn with an epoxy sealant or other
prolective malerdal to climinate or {urther
minimize the spread of contaminants from the
floars, Onee the contamination factar of ench
vault is known, retnove the current warning
signs and replace them with vither a sign that
simply states that the vault contains no PCR
transformers ot a waming sign that stresses the
contamination factor and the need for
proteclive (ootgear.

u

A&A Environmental bas provided us with a 345,000 estimate
to re-test the vault floors.

We will work with GSA to address
this reconunendation.
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Recommendation

Response

Sratus

4| Immediately make protective footgear and
disposal drums available to staff who must
wark in the Hoover Building's contaminated
vaulls, until such time that the vaults are tested
and found te be free of contamination.

Although it 5 GSA"s responsibility 1o provide protective
fortgear in the vault rooms, the Depanment purchased
footgear and disposal bags, and placed them in the vaults and
adjuining rooms.

Action complete,

5 Retter comtrol access to the fire alarm conirol
roum and pust signs W cemind people ko Yack
the door when they exit the room.

‘Ihe door to the fire alarm control room at the 3 and 0
corridors, where the master fire alarm conteol panel is
lacated, is keyed by OSY and is on the HUHB master key
system. The key to this door is contained in a fock box oo the
doar for which GSA has the combination, and provides acoess
1o the fire control room.

Foltowing the firs, the lock oo this door was changed and
keys to this door are now issusd on approval by building
manag Building £ has also posted signs an
the door reminding people to keep the door Jocked.

Avtion complite.

6 Prepare a depar Lal policy or
directive that explicitly outlines who has the
authority (o turn ol a (ire alamn and when it is
appropriste to do 5o, This policy should be
disseminated to all building management,
Office of Security, and security guard statf and
be prominently posted on the fire alarm control
panul,

We agree with the necessily ol issuing a stalemeot
establishing who has authority to wmn ofi'the fire alarm and at
what paint it is appropriate.

As the five alamn system is under its
purview, we will develop this policy
statement in colleboration with GEA
and disseminate il ax recommended.

7 [dentify funding for and then scquire and install
a public address system in the Hoowver Building.

The Departient agrees that a pablic address system would
enhance building securty wd safety in the event of a similar
SMErpEncy.

The Department is discussing the
szope of such a system with GSA in
the context of additional renovations
intended for the [loover Building.

-
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Recommendation

Response

Status

3 In canjuoction with GSA, determine what
caused the tire and smoke alamms (o
malfmetion. Corrective measares should be
taken ko ensure that the problems do not recur,

GSA tested all the smuoke alarms on Februury 8. Al smoke
Alarms wera fonctional. (5A tested the fire alarm system in
the Herbert Hoover Building on February 17 from 00 a.m.
until 3:00 a.m. The audio visual devices were astivated
building-wide several times, GSA planned to conduct follow-
on lesting of the fire alarm system on February 23 and 24, and
will inlorm us ol the results sherlly,

We await the resuls of (GSA's
foilow-on testing of the fire alarm
systent,

2 | Inumediately install a security door, an alarm,
and an “Fmergency Fxit Only” sign at the firsy
[owr level ol stairwell mnnber 13 to ensure
actess in the case of an emergency.

The door in question is located on the 17 floor al the center of
the 6% corridor which leads to the DOC Child Carc Center.
There were two other 19 floar doors that were Jocked in the
same mannet and also lead to the Child Care Center. All
three doors have been litted with emergency egress panic bars
which will provide lor immediate aceess W the 1# (uor and o
an exit from the building in the event of tuture emergeneies.
These emergency exits have also been marked for
"Cinergency Exit Only.” This work was completed on
January 19,

Adtion complele.

10 | Tuke appropriate comestive actions m fix the
onc cxterior door {first floor at mtersection of 7
and § corridors) that did not open on October 1.
Further, check all Hoover Building exterior
doors to make sure they will open during an
emergency. [Fneccssary, make ropsits Lo
enstte that all of the doors are working
praperly.

The age of the building and doors has cansed snme doors to
hang impropecly. On occasion, doors wilt become misaligned
and unuble w open. Monthly, O5Y inspects all of the doors
in the Hoover Duilding and reports any such {ailures 1w
building management for commeetive sction.

Buildi t canti o

ageressively replace faulty door
closure systems,

3.
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Recommendation

Response

Status

11| Disseminate to the Hoover Building™s
occupants the emergency evacnation pran or
clear guidance outlining evacuation steps and
responsibilities based on the plan. Follow up
with regular (ire drills to ensure Lhat emplovess
remain familiar with the building’s evacuation
procedures. As part of this education eflor,
building oeeupants should alze be told that all
doors in the building are open for exit during an
emergency and all doors should be utilized
during an evacualion.

O8Y and OAS will partner to implement this
recommendation. Om Febreary ], we conducted # fire drill
of the HCHB. On February 28, an email was distributed to all
building occupants stressing the importance and seriousness
ol responding properly 1o a fire slarm.

Acrion complete.

2 | Develop procedures so that, in the case of an
cmetgeney evacuation of the building, the new
key vard access syslem un the courtyand
cxterior doots is immediately disabled so that
enirance through those doors is nol permitled,

Koy card doors are controlled by ao clectronic device inside
the doot panic bar hardware, which is activated by usc ot'a
key card. These doors allow immediate egress, but deny
unaythorized entry. This is standard procedure for key card
operated doors, The problem experienced on October 1 was
that the [ire alarm was not sounding dorving the emergency
situation, Therefore, there was ho way to know that there was
an emergency in the building. The current function of the key
card doors is considered 1o be adeguale for nonmal and
¢MmEergency situations in conjunction with the building’s
audible alarm system. As pravided under recommendation 5,
the Department 15 taking steps to ensure that the alarm is not
prematurely turned off in the eveat of future emergencies.

Mo action necessary.

59




U.S Department of Commerce
Office of Inspector General

Final Report IPE-12453
March 2000

Recnmmendatinm

Besponse

Status

Enzure that vaults containing high-voltage
transiommers are routinely locked and only
personnel with a need to enter the vaults are
insued keys.

The efectrical vaull doors i the HCHB are keved by GSA
and controlled by them. HCHB building management has
been griven access to these rooms by G54, The doors are not
keyed to the HUHB master key system and O8Y has no
control over aceoss to these vaults. Building management has
posted temporary signs on the vault and adjoining room doors
that state the daors must remain locked at all times.

Additionally, building management instiited procedures for
its staft to physically check the locks on the vault room dours
three times daily and report their statts (o the Director, Office
of Safety and Building Maoagement.  During these daily
checks, we distoversd that soveral door tocks did not work (a
stronig pull wauld open the locked daor). Thess have been
repaired and now work praperly.

Permanent signs reminding pecple of
the need to keep these doars lacked
are being made and should be posted
within the next few wecks,

The new procedure of physically
chocking these doors three thines each
day will be followed until mid-March
when it will be re-evaluated to
detetmine il the problem has heen
corested.

Cnsure that persons who enter the building
belore and afler normal Lours, using 4 guarded
entranes {including the 14 or 151 Sreet
service ramip entrances), are requited ta sign in
and sign oul on the logs. Ensure Lhat non-
Commerce employees, including conbractors.
maintenance emplovees, and delivery
personnel, are requived to sign in and out at all
times when entering or leaving the building,

Procedures arc currently in place with the HCTIR conracl
guard force to ensure that all personnel, except thoss who
have key card aceess, who enter or depart the iICHB during
non-busingss hours sign inand sign oul. Periodic checks of
the access control logs will be made by OSY persennel to
ensure these procedures are being followed.

No action needed.

In future crisis sitwations invelving Commerce
employees, immediately make counseling
available to any cmployees who Ieel they might
henefit from such a service.

We will exercise stronger onreach in the event of fiture
crisis situations ta ensure that employees are aware of the
counseling available to them,

Mo action needed.

In future crisis situations, keep all building
occupants nformed about health and safety
issues that dirzctly aftect thom.

We agree with this recommendation and will do sa in futore
crivis situations.

Nu activn needed.

5
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Recanmendation

Response

Status

17 | Communicate a summary of what happened on
Cctober 1, a5 well as the resulls of the testing
and cleanap, w all Haover Building occupants
as so0n as possible.

We have received the testing and cleanup results from the
contractor. On Febroary 28, an email was disiributed to a1l
bailding occupants advising them of the results of the A&A
testing and cleanup.

Action complete.

18 | Create a command center for the Department.

Arrangements o cnsurc the availability of facilities needed 1o
maintain communications and continuily of operations in the
event that the Hoover Building is compromised arc under
discussion.

Action pending,.

19 | Parform an assessment to determine what type
of covironmental program is necded at the
departmental level to ensure compliance with
all zpplicable statutory requirvements, execulive
orders, and departnental orders, as well as
provide adequate protection for the Department
and its employees.

Az noted by the fnspecror General, the merits of having au
environmental program at the Deparimental level were
outside the scope of the review. For this reason, we sugges!
deletion ol this recommendation.

The observations offercd in the draft
repert are ninder consideration by the
Department.

-6
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